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1
Decision/action requested

It is requested that SA3 approves this solution for addressing Key Issue #12 Security of one-to-one communication over PC5
2
References

[1]
3GPP TR 33.847 Study on Security Aspects of Enhancement for Proximity Based Services in 5GS, v0.2.0
3
Rationale

This document proposes a solution for Key Issue #12 Security of one-to-one communication over PC5. This solution proposes to have a security context based on initial keys with validity time provided to the ProSe UEs from the 5GC.
4
Detailed proposal

START OF CHANGE 1
6.Y
Solution #Y: Initial key with validity time
6.Y.1
Introduction

This solution addresses Key Issue #12 Security of one-to-one communication over PC5. This solution assumes that the security context is established based on keys derived from a shared initial key provided by the 5GC. In order to prevent unbounded direct communication between ProSe UEs, the initial key and keys derived from it shall have a validity time.
6.Y.2
Solution details
The solution involves the following steps:

1. A shared initial key is provisioned to a selected set of authenticated and authorised ProSe UEs by the 5GC. This initial key has a validity time. 
NOTE 1:
The provisioning of the shared initial key can occur when ProSe UEs are authenticated/authorized or when ProSe UEs request access to perform ProSe direct communication.

Editor’s Note: Whether the initial key lifetime is same as the security context lifetime of a PC5 communication link is FFS.
2. As long as the initial key is valid, it can be used to derive keys needed for the security context. This security context enables establishment of a secure link between ProSe UEs with confidentiality and integrity protection.
NOTE 2:
Derivation of keys from initial key can take place even when the ProSe UEs are outside the coverage area.

3. Upon expiration of the intial key, all keys derived from it will become invalid. In order to continue secure communication ProSe UEs need to request for a new initial key from the 5GC.
Editor’s Note: The behaviour of this solution if validity expires when the ProSe UEs are out-of-coverage is FFS.
6.Y.3
Evaluation
TBD
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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