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Attachments:
· Two documents that together constitute the “pseudo-specification” of prototype 256-bit confidentiality and integrity algorithms based on SNOW 3G:
· 256-NEAx and 256-NIAx Pseudo-Specification
· SNOW 3G 256 bit Pseudo-Specification

1. Background
On 16th September 2020, SAGE and SA3 held a joint conference call on the subject of 256-bit algorithms.  One topic covered in that call was whether a set of 256-bit radio interface encryption and integrity algorithms should be based on a variant of SNOW 3G [1], or on the more recently defined SNOW V algorithm [2].  This discussion followed from SAGE’s liaison SAGE-19-34 / S3-201540 “256 bit algorithm candidates”.

2. Contents of this liaison statement
This liaison statement serves two purposes:
1. As requested during the 16th September call, we attach dummy encryption and integrity algorithm designs based on SNOW 3G.  This is so that SA3 member companies can assess what would be involved in implementing such algorithms, and the performance of such algorithms in hardware or software.
2. We also provide some views on the relative merits of SNOW 3G and SNOW V, and on the requirement to have SNOW-based 256-bit algorithms in the first place.

3. Dummy algorithms based on SNOW 3G
We attach sketched specifications for 256-bit encryption and integrity algorithms based on SNOW 3G.  We want to make it clear that these are not final proposals; however, they should be sufficient for the purposes of assessing performance and ease of implementation.
We would like to make the following comments:
· Following our observations on integrity algorithm MAC length in SAGE-20-05 / S3-201542 “Observations and questions on 256-bit security goals”, and discussion on this topic during the 16th September joint call, we want to design an algorithm that is capable of delivering at least a 64-bit MAC, even if that is not used straight away in 5G.  You will see that the calculation of the MAC in the attached integrity algorithm is different from that in 128-NIA1.  The MAC construction from 128-NIA1 cannot deliver 64-bit MAC security.
· If we are eventually asked to deliver algorithm specifications based on SNOW 3G, it is likely that we will need to make further changes to the algorithms, including changes within the underlying SNOW 3G stream cipher.  SA3 members should not assume that the SNOW 3G “building block” of the 128-NEA1 and 128‑NIA1 designs can be reused directly in 256-NEA1 and 256-NIA1.  This is because existing research on SNOW 3G shows that its security against some types of attack is significantly below the 256-bit level (although the 128-bit security level required in 128-NEA1 and 128-NIA1 still looks solid).
· Also, if we are eventually asked to deliver algorithm specifications based on SNOW 3G, we expect to recommend a new independent evaluation of the designs.  The independent evaluations carried out on UEA2 / UIA2 were based on lower security (and performance) goals, and are not sufficient for evaluation of 256-bit 5G algorithms.

4. The relative merits of SNOW 3G and SNOW V
In this section we present SAGE’s views on the relative merits of choosing SNOW 3G or SNOW V as the starting point for 256-bit encryption and integrity algorithm designs.
4.1 Security assurance
SNOW 3G was published in 2006, while SNOW V has been in the public domain for less than two years.  At first glance, this might seem to suggest that SNOW 3G should be more trusted.
However:
· SNOW 3G is a 128-bit algorithm.  It has never been claimed to provide 256-bit strength.
· As mentioned above, published research indicates that SNOW 3G provides significantly less than 256-bit security against some types of attack.  [3] describes a distinguishing attack with expected complexity 2172 and a key recovery attack with expected complexity 2177, while [4] describes a state recovery attack with time and memory complexity both approximately 2222.  Both of these attacks require very large quantities of keystream, and so would not be feasible in a 5G context; nevertheless, they do not suggest that SNOW 3G in its current form is a robust 256-bit algorithm.
Meanwhile, the independent evaluation of SNOW V [5], which we provided to SA3 in SAGE-20-12 / S3‑202852 “Independent evaluation of SNOW V”, suggests that SNOW V is comfortably resistant to known attack types.
Note that the internal state size of SNOW 3G is only just large enough to protect against generic attacks (such as Time / Memory / Data Trade Off) against a 256-bit algorithm, whereas the internal state size of SNOW V is considerably larger.  While that is only one of many considerations, it does provide a greater security margin against some attacks.
SAGE’s view is that SNOW V is better placed to deliver 256-bit security than SNOW 3G.
4.2 Performance
5G is intended to support speeds eventually up to 20Gbps.  We believe that SNOW V can achieve such speeds in software in virtualised network node implementations, provided that the underlying platform supports fast AES round instructions such as AES-NI.  We cannot see how the same could be true of SNOW 3G (but the purpose of this liaison statement, with its attached dummy design, is partly to allow vendors to assess this for themselves).
4.3 General side channel attacks
Side channel attack vulnerabilities are clearly very much implementation and platform dependent, so we cannot give a comprehensive comparison of different algorithms with respect to such attacks.  Nor can we guarantee that any algorithm we specify is immune against side channel attacks, because again this is down to implementation.  However, we can say the following:
· For radio interface algorithms, the most significant class of side channel attack is likely to be timing attacks.
· SNOW 3G is likely to be slightly harder to protect against cache-timing attacks than SNOW V, because efficient implementations of the SNOW 3G S-box S2 are likely to use look-up tables.  (See [7] for an explanation of cache-timing attacks.)
This is a minor argument in favour of SNOW V, but only minor.
4.4 Commonality with AES – classical cryptanalysis
When we have two alternative radio interface algorithms in a 3GPP standard – such as UEA1 and UEA2 in 3G – one of the central design goals has always been resilience against future cryptanalysis.  We try to design the two algorithms in such a way that an advance in cryptanalytic theory affecting one algorithm is unlikely to affect the other.
SNOW V uses an AES round as a building block, so it is valid to ask whether a future attack on AES might also impact SNOW V.  SAGE has given this serious consideration, and we believe that the risk here is very low.  This is mainly because the “round key” input to the AES round in SNOW V is in fact a constant value rather than being derived from the secret key.  [6], which is the addendum to the independent evaluation of SNOW V that we also provided to SA3 in SAGE-20-12 / S3‑202852 “Independent evaluation of SNOW V”, also concludes that the risk is very low.
We therefore see no need to avoid using algorithms based on SNOW V alongside algorithms based on AES-256.
4.5 Commonality with AES – side channels and platform flaws affecting software implementations
In the 16th September joint call, another consideration was raised.  Suppose that algorithms based on AES and either SNOW V or SNOW 3G were running in virtualised software on the same computing platform; and suppose that an implementation flaw in the computing platform led to errors or side channel vulnerabilities in some computing instruction.  Might an {AES, SNOW V} combination be more vulnerable in these circumstances than an {AES, SNOW 3G} combination?  Note: ZUC-based algorithms were not explicitly mentioned in the discussion, but of course they could also be running on the same platform too.
Our response to this question is that any pair of algorithms will almost certainly have many computing instructions in common.  It’s true that a poor hardware implementation could undermine the security of applications running on that hardware – consider Spectre and Meltdown, for example.  But it seems hard enough to design single applications that can protect against underlying hardware faults of this kind, let alone designing pairs of applications so that either one may be affected but probably not both.
We do not expect to be able to produce a detailed analysis of this issue, but we see no reason to prefer SNOW V over SNOW 3G or vice versa in this respect.
4.6 Conclusion
SAGE’s recommendation, on both security and performance grounds, is to use SNOW V (and not SNOW 3G) as the basis for one 256-bit encryption algorithm and one 256-bit integrity algorithm.

5. The requirement for 256-bit algorithms
We were rather surprised, on the 16th September call, to hear some companies question:
· whether 3GPP really needs both AES-based and SNOW-based 256-bit algorithms;
· or, for example, whether just one algorithm could be introduced to start with, and a second one phased in later if the first one is broken.
Over the last 18 months or so, SAGE has been working to deliver algorithms based on both AES and SNOW, and (based on several liaisons between us) we understood that SA3 was well aware of this.  We were surprised to hear companies questioning at this late stage whether these algorithms were needed after all.
In our view, it is a long-established and very sound principle in 3GPP to have at least two parallel algorithm sets specified, to provide the kind of resilience against future cryptanalysis that we discussed in section 4.4 above.  We see no good reason to diverge from this principle when introducing 256-bit algorithms.  Waiting until one algorithm is broken before specifying a second one seems like a very bad idea to us – you only have to look at A5/3 to see how long it can take between seeing the need for an algorithm and having it widely deployed.

6. Conclusions and actions
We hope that this liaison statement, together with its attachment, provides SA3 with enough input to come to a provisional conclusion about the way forward regarding SNOW-based 256-bit algorithms.  We will, of course, be very happy to take part in a second joint call if SA3 thinks that would be useful.
SAGE’s clear preference and recommendation is to choose SNOW V over SNOW 3G, and for SAGE to deliver specifications based on SNOW V.
As we stated in section 3 above, if we do have to deliver algorithm specifications based on SNOW 3G then
(a) we will probably have to do a significant amount of extra research to come up with a set of modifications to SNOW 3G that we can confidently recommend;
(b) the resulting modified version will probably not allow direct reuse of existing SNOW 3G implementations;
(c) we will recommend a new independent evaluation.
We therefore suggest that SA3 should not ask for full SNOW-3G-based proposals unless it sees a clear benefit in doing so. 
We look forward to SA3’s response.
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