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Agenda:
Security threat of reused NAS counts
1. UE attaches to network A over 3GPP access and non 3GPP access. UE has two NAS count pairs NAS_3gpp_A (ul, dl) and  NAS_non3gpp_A (ul, dl).
1. UE attaches to network B over non-3GPP access, detaching from network A over non-3GPP access, but stays attached to network A over 3GPP access. Now, UE has three NAS count pairs NAS_3gpp_A (ul, dl) and  NAS_non3gpp_A (ul, dl), as well as NAS_non3gpp_B(ul, dl).
1. UE switches off,  storing NAS security contexts with NAS count pairs on the USIM: NAS_3GPP_A (ul, dl) and NAS_non3GPP_B (ul, dl)
1. UE switches back on, resuming to use the NAS security contexts stored on the USIM. 
1. UE wants to connect to network A over non-3GPP: As there is no previous history to use of NAS_non3GPP_A security context, ul and dl will restart from zero.
1. UE sends registration request with NAS UL count 0 over non3GPP access
1. Attacker can replay “accept” with NAS DL count 0, UE accepts this and thinks it is registered
1. UE will send other NAS message, reusing the key-stream previously used over non3GPP access.
Potential solutions:
Nokia: Gap in CT 6 spec, 102: only two counts are stored.
Idemia: one count per access type. Because of backward compatiblity to 4G. For 5G, we can change to store two pairs
Thales: If there is a security issue, CT6 can study what can be done. Security problem can be pointed out by SA3, CT6 does the solution. 
Thales (CT6): CT6 can study how to manage the NAS counters.
QC: be clear on what type of UE will be affected: only supporting one type of access should not be affected by the selected solution. UICC storage shouldn’t need to be taken back to R15, because, ME storage provides a secure alternative if the UICC doesn’t support storing all related counts.
DCM: So a R15 ME would be updated that even with an old file system on UICC it would work.
QC: Clarify what needs fixing
Thales: CT6 needs to take into consideration backward compatibility. Depends on solution.
Apple: don’t need to consider all kinds of Ues, take into consideration updating UICC, let CT6 do the study. Some R15 is affected.
QC: agree, some R15 Ues are affected
Nokia: only problem when registering with multiple access types. In 33.501, missing explicit sentence about the UE will have separate NAS count pairs for both PLMNs.
Apple: 33.501 is clear. 
Nokia: In the mulitple PLMN registration clause, it doesn’t have a clear sentence. That is why CT6 missed it.
DCM: Do we need to add that sentence, or is an LS sufficient
Idemia: prefer adding sentence, too.
Thales: clarify the sentence?
QC: Agree with Apple, that there is a clear sentence already, but needs to see the CR. Only in case of support of two access types there is an issue. Need to see the sentence in context.
Nokia: CR for such a sentence in multiple registration clause, need a short LS to CT6. 
DCM: also other CT6 delegates were present in these calls, so the information should be available there.
Idemia: CT6 needs clear guidance from SA3. Instruct if more than one record per access type is required.
DCM: Underwstood previous comments: multiple records is already a solution.
Thales: do we need to store additional information, like PLMN ID.
DCM: Is it possible to determine which NAS context is assigned to which PLMN ID?
Thales: if we allow additional records, do we need to add additional PLMN IDs per record?
Nokia: should already be clear which PLMN which context belongs to.
Thales: SA3 should point out what is the requirement
Nokia: UE can already assign the NAS security contexts.
Idemia: only one NAS security context per access type currently required.
Apple: There should already be identifiers.
Lenovo: If we already have access type distinguishers, how can the regeneration of keys exist?
Apple: Are we proposing: one pair of NAS counts is enough?
Nokia: no, need to make that clear.
Apple: are two pairs of NAS counts enough
Idemia: Need to clarify if this is not only for non-3GPP or 3GPP access?
Huawei: 5G GUTI is also stored per access type, this creates problems. Also point out that problem to CT6, CT6 should try to reflect the data structure desired by SA3/SA2
QC: Not quite clear that this is a problem.
Nokia: 5G Guti is per PLMN not per access type.
DCM: understanding: hierarchy in SA3: PLMN first, then  NAS security context, in CT6 seems opposite
Thales: no hierarchy, accessing same PLMN would use the same GUTI. Store the security contexts separately. Up to the ME.
Huawei: GUTI is per PLMN. GUTI can be sent over both 3GPP or non-3GPP access. But only the latest GUTI is maintained and used at UE and AMF, irrespective of the access type over which the GUTI is received. In CT6, GUTI is stored per access type. So that makes it problematic, using different elementary files. UE first registers over non3GPP access to PLMN A, GUTI A is assigned, stored in EF for non3GPP Access; 2nd, UE registers over same access to PLMN B, now GUTI B is assigned and replaces GUTI A. If UE wants to registers to PLMN A again, there is no more GUTI A.  
Thales: if there is no registration over 3GPP access to PLMN A, then complete new registration is normal and desired.
Idemia: need to be really clear in SA3 specification, if need for several GUTI, etc. Exists.
QC: In line with Thales, not necessarily a problem, duplicate storage of GUTI means you have simultaneous registration, and have redundancy in the data. Need to be clear on requirements
Nokia: Missing: need to store 3GPP and non3GPP for each PLMN.
Huawei: same comment as Nokia for GUTI (missing above): GUTI shall be access type independent.
Thales: PLMN can be detected via GUTI. Records of context can be distinguished that way.
DCM: Is GUTI part of NAS security context?
Idemia: in different file.
DCM: how does one know which NAS security context goes with which GUTI. 
Thales: can be done by the order of EFs.
Huawei: what is meant by order? Currently only one record can be stored at the moment.
Thales: The definition of the transparent file can be multiple of 20 bytes, thus storing multiple records, so this can be done in a future update.
Huawei: so extension of the file is the strategy
Thales: this is simplest solution starting from the current structure. Second context has to be able to handle second context.
QC: Don’t you require knowing whether something useful was stored there? How is this done in the ME.
Thales: backward compatibility has to be taken into account, CT6 will do that correctly. 
DCM: make sure that plugging the UICC into legacy ME and then back, that stale context is not reused again
QC: worry about not breaking cases that currently work.
DCM: how much needs to be said by SA3 in LS that stale context should not be used?
Apple: updated EF should be read by legacy device.
Thales: legacy can only read the first record. But why would the second record be invalid. If it doesn’t work, then rerun authentication.
QC: feeling uneasy about keeping old second security context hanging around. 
Idemia: pair the security context up?
Nokia: not good security practice to keep the second security context, keep keys only around while the registration is valid.
Huawei: stale context shouldn’t be lying around. Do we have a definition of stale?
Nokia: on deregistration, context should be cleared.
Thales: if there is a decision on that, then this needs to be a clear requirement.
Huawei: NAS security context is stored when the UE's registation status changes from registered to de-registered. 
Thales: SIM can know what kind of ME it is talking to, so SIM can remove the old context.
Idemia: but it is optional?
QC: we have to make it mandatory.
Thales: if the capability is not sent from UE, then it will be erased.
Ericsson: how can a legacy USIM erase? 
Thales: a solution could be an applet, USIM doesn’t need to be changed.
Idemia: which release are we targeting: R16 or 17?
Nokia: 16?
QC: more important to get technical details right. Release discussion can come later.
Conclusion: 
Proposal to write a CR to 33.501 to clarify the multiple registration clause, → CR will need to be discussed (concern: not breaking working cases)
Proposal: short, but precise LS to CT6 with the requirements → CT6 will provide the solution, and take care of backward compatibility.
