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Agenda Item:
5.13
1 Decision/action requested 
This contribution proposes a new key issue for FS_disagg_gNB_Sec
2 References
TR 33.840 v0.1.0 3GPP Study on security aspect of disaggregated gNB architecture. 
TS 33.501 v16.4.0 3GPP Security Architecture and Procedures for 5G System.

TR 38.823 v16.0.0 3GPP Study of further enhancement for disaggregated gNB.

3 Rational
The contribution proposes a new key issue on hosting third-party CU-UPs in operator’s centralized location.
4 Detailed proposal
*************** Start of 1st Change ****************
5.X
Key Issue #X: Secure Environment in Disaggregated gNB 
5.X.1
Introduction
Clause 5.3.8 of TS 33.501 specifies the secure environment requirements for all types of gNBs. However, when these secure environment requirements were considered and specified, it did not take into consideration of the potential deployment scenarios and use cases being studied in TR 38.823.  TR 38.823 describes potentially having gNB-CU-DU in distributed location(s), gNB-CU-CP and gNB-CU-UP in centralized location(s), and gNB-CU-UP in distributed location(s) respectively. 

Regardless of how a gNB is composed and where each of the component is located, the basic secure environment requirements as specified in TS 33.501 should still apply. It does not make security sense to separate these requirements to see which requirement(s) would apply to which part of the gNB. The application of the basic secure environment requirements should apply equally to each of the composition that makes up the entire gNB, ensuring that the sum of the parts is just as secure as the parts themselves. 

5.X.2
Security Threats  
-
Without a secure environment for each of the part (i.e gNB-CU-DU, gNB-CU-CP, and gNB-CU-UP) that makes up a gNB, gNB will become the weakest link in the entire 5G system, essentially exposing 5G system to all kinds of attacks and vulnerabilities. Leaving 5G system open to attacks and vulnerabilities will no doubt lead to the loss of data and privacy for the users of the UEs as well as financial losses for the operators.
5.X.3
Potential security requirements
- 
gNB-CU-DU in a disaggregated gNB shall be secured as specified in Clause 5.3.8 of TS 33.501.

-
gNB-CU-CP in a disaggregated gNB shall be secured as specified in Clause 5.3.8 of TS 33.501.

-
gNB-CU-UP in a disaggregated gNB shall be secured as specified in Clause 5.3.8 of TS 33.501.

*************** End of Changes ****************
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