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Agenda Item:
5.14
1 Decision/action requested 
This contribution proposes a new key issue for FS_UC3S
2 References
TR 33.867 v0.1.0 3GPP Study on User Consent for 3GPP Services 
3 Rational
The contribution proposes a new key issue on user consent in 5G ProSe restricted discovery.
4 Detailed proposal
*************** Start of 1st Change ****************
6.X
Key Issue #X: User consent in 5G ProSe Restricted Discovery
6.X.1
Key issue details

In 5G ProSe restricted discovery, a discoverer UE that wants to discover another UE requires a user consent from the discoveree UE. This discoveree UE’s user consent lets other discoverer UE(s) know that it gives permission to be discovered via restricted discovery. This user consent can be given to a single UE, a group of UEs or to all UEs so that the UE can be discovered by one UE, a group of UEs or all UEs.  However, in case of user consent given to all UEs, it essentially becomes a UE in an open discovery scenario which should be out of scope of current study.

User consent is almost the equivalent user privacy. The unauthorized access of user consent has serious consequences on the privacy of the user. Without protection of the user consent in 5G system, user’s privacy cannot be guaranteed.

6.X.2
Security threats

If the discoveree user’s consent is exposed outside of the intended discoverer UE(s), the discoveree UE risks being tracked and traced by other UEs or even attackers. The same threat applies if the intended discoverer UE belongs to a group. 
6.X.3 Potential security requirements
5G system shall protect user consent unauthorized access. 

*************** End of Changes ****************
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