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1 Decision/action requested 
This contribution proposes a new key issue for TR 33.857
2 References
[1]

3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"
3 Rational
During SA3#100bis-e one company objected to studying provisioning of PNi-NPN credentials with the argument “We believe that we should not specify the provisioning itself but focus on the giving access to a PS through the SNPN.” While one company is entitled to their view it can’t prevent the topic from being studied. Especially given the urgent need to do so in order to not delay work in SA2, below are numerous Editor’s Notes asking for SA3 feedback in TR 23.700-07[1].
“UE Onboarding for PNI-NPN (Component 1 of KI#4)” is concluded in clause 8.4 in 23.700-07 [1] as

“-
No enhancement for the UE onboarding (component 1 of KI#4) with PLMN credentials used for primary authentication and PLMN network selection are needed for the case of PNI-NPN credentials provisioning.”

“Remote provisioning for PNI-NPN credentials (Component 2 of KI#4)” is concluded in clause 8.4 in 23.700-07 [1] as

“  -
At least network initiated remote provisioning of credentials to allow access to PNI-NPN services should be supported in Rel-17;

-
Both procedures using Control Plane and using User Plane protocols after establishing PDU session shall be enabled for remote provisioning the PNI-NPN credentials used for NSSAA and/or PDU Session secondary authentication;

Editor’s Note:
SA3 feedback for the suitability of the procedure will need to be taken into account
Editor's note:
whether an extra security layer for protection of credentials between PS and UE is needed should be decided by SA3.
-
For User Plane remote provisioning:

-
The protocol for provisioning of PNI-NPN credentials used for NSSAA and/or PDU Session secondary authentication, i.e. how the UE download the NPN credential from the PS after PDU session establishment in PNI-NPN, is out of scope of SA2;

-
The PS address and DNN/NSSAI used to access PS may be provided to the UE during or after the Registration procedure; 

Editor's Note:
How the PS address is provided to the UE is FFS. 

Editor’s note:
The vertical may verify the UE before PNI-NPN credential is provisioned to UE, and how this is done should be decided by SA3.

-
Upon successful remote provisioning of the UE, the UE Subscription Data in the UDM/UDR may be updated to enable the access to the PNI-NPN.

Editor's note:
for PNI-NPN credentials remote provisioning, whether the 3GPP operator could decide to update the UE Subscription Data (e.g., S-NSSAI, DNN, CAG information) in the UDM/UDR used to access to the PNI-NPN based on the input from the vertical which may be outside 3GPP operator domain should be decided by SA3.”
For Control Plane remote provisioning:

-
It is assumed that the PS communicates with the 5GC using 3GPP defined protocols.
There are many security related editor’s notes, therefore this contribution proposes a new key issue for provisioning of PNI-NPN and secondary authentication credentials.
4 Detailed proposal
*************** Start of 1st Change ****************
5.X
Key Issue #X Provisioning of PNI-NPN and secondary authentication Credentials

5.X.1
Key issue details

This Key Issue aims at addressing security implications introduced in solutions related to Key Issue #4 in TR 23.700-07 [3]. The objective of Key Issue #4 in TR 23.700-07 [3] is twofold, UE onboarding and then remote provisioning of credentials for SNPN and PNI-NPN. 

This Key Issue aims at studying the security implications related to the provisioning of PNI-NPN credentials which are used for NSSAA and/or PDU session secondary authentication. Both type of credentials are specified to be based on the EAP framework in TS 33.501[2].
TS 33.501[2] requires that primary authentication is run before a slice specific authentication or secondary authentication is to be performed. Therefore, this key issue assumes the UE has credentials it can use to register with a PLMN. This assumption is in line with key issue #4 of TR 23.700-07 [3]. After the UE has successfully registered with a PLMN then the UE may be remotely provisioned with PNI-NPN or secondary authentication credentials by a Provisioning Server (PS).

Solutions to this key issue are to describe how and if the provisioned credentials are protected from the provisioning server. 

NOTE: 
Designing completely new protocols is not in scope of this key issue.

NOTE: 
For control plane it is assumed that the PS communicates with the 5GC using 3GPP defined protocols.
5.X.2
Security threats

An unauthorized UE may be able to access PS for maliciously requiring remote provisioning service.

An unauthorized PS may be able to provide wrong remote provisioning service to the UE.
Unprotected provisioning of PNI-NPN credentials may cause the PNI-NPN credentials to be obtained or manipulated. 

5.X.3
Potential security requirements

The UE and the PS should be authorized for remote provisioning.
PNI-NPN and secondary authentication credentials shall be confidentiality protected, integrity protected, and replay protected during remote provisioning.

*************** End of 1st Change ****************
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