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1. Overall Description:

SA3 thanks SA2 for their LS on method for collection of data from the UE.
SA3 has just started a related Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2 to be documented in TR 33.866.

SA3 understands that there is value in using UE data input for NWDAF analytics but would like to highlight the importance of authenticating the UE, which is to provide input data, to the network as suggested in solutions documented in TR 23.700-91. The network needs to make sure only UEs that are authenticated and authorized to deliver UE data to an AF for the purpose of analytics can do so. If such mechanism is not in place the network could end up feeding NWDAF with altered data.
SA3 has noticed SA2 has progressed an interim conclusion for Key Issue #8 in TR 23.700-91. SA3 will proceed with its work to study and if needed specify a security solution for securing input of UE data. As SA3 has just started its work, SA3 will follow-up with more concrete feedback when SA3 work has progressed further.
2. Actions:

To SA2
ACTION: 
SA3 asks SA2 to take the above information into account.
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