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1
Decision/action requested

Solution proposal related to Multiple TSN working domains.
2
References

 [1]
3GPP TR 33.851
3
Rationale

3GPP Rel-16, TS 23.501, clause 5.27.1.3, defines support for multiple TSN working domains. Each TSN working domain send its own gPTP messages. The messages are carried in a Multicast Ethernet frame. The gPTP message includes a specific parameter, the domainNumber parameter, to indicate to which domain it belongs. Based on this parameter, the gPTP message is distributed in the network.
If this parameter is manipulated a gPTP message may reach any TSN working domain in the network.

Rel-17 addresses gPTP and PTP, therefore below solution is considering both types of time synchronisation protocols.

4
Detailed proposal

******* START OF CHANGES
6.X
Solution X: Filtering incoming messages based on authorization policies

This solution addresses authorization aspects to overcome the security threats of KI#2 on security requirements for multiple TSN working domains.
It is assumed that the identities of TSN nodes are verified by DS-TT and NW-TT at the 5GS network boundaries. 

Time synchronization messages, received at DS-TT or NW-TT ethernet ports, are addressed to certain TSN working domain, the parameter indicating this is the domainNumber parameter.
The domainNumber parameter in a time synchronization message and the DS-TT/NW-TT ethernet port where it is received, could be used for determining the authorization policy. Such a policy could be used to determine whether the message is dropped or further processed. Authorization can be enforced by filtering incoming messages based on an authorization policy stored co-located with the filter itself. 

Three different time synchronization scenarios have to be considered:

· Downlink time synchronization: The time synchronization message is received at the NW-TT and exists the 5GS at the DS-TT. Therefore, a filter may be located at the NW-TT/UPF or at the DS-TT. NW-TT is preferred as it is more trusted than the DS-TT. 
· Uplink time synchronization: The time synchronization message is received at the DS-TT and exists the 5GS at the NW-TT. Therefore, a filter may be located at the NW-TT/UPF or at the DS-TT. NW-TT is preferred as it is more trusted than the DS-TT. Filtering at DS-TT has the advantage that the message is filtering before it traverses the 5GS.
· UE-UE time synchronization: The time synchronization message is received at the DS-TT and exists the 5GS at another DS-TT. Therefore, a filter may be located at the DS-TT or at the entitiy where the message is rerouted (currently UPF, later maybe also gNB).

******* END OF CHANGES
