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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …  
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship
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Justification

3GPP Release 15 introduced a service-based representation of the 5G core network for the very first time. This so-called Service Based Architecture (SBA) has fundamental impacts on the way new services are created and how the individual Network Functions (NF) communicate. A more open and adaptable system design necessitated to study different approaches to enforce the security requirements of 3GPP systems, whilst not impeding flexible service creation and future innovations. Along with these architectural challenges, SBA further introduced changes to the protocol stack and serialization format of the 5G core network.

Rel-15 was set on providing solutions for authentication and authorization in direct communication scenarios as well as the N32 security using cross-certification between operators. Rel-16 focus was set on indirect communication scenarios and introduced the concept of Client Credential Assertion to allow NRF/NF Service Producer to directly authenticate a NF consumer. While Rel-16 SBA provides a good level of security, several aspects have been identified for further study in Rel-17. 

Therefore, it is proposed to study and document the following aspects in Rel-17:
· Authentication of NRF and NF producer in indirect communication. When SCP is present, the TLS between an NF Service Consumer and NRF/NF producer is split into at least two segments (NFc-SCP, SCP-NRF or SCP-NFp). Therefore, the NF Service Consumer and NRF/NF Service Producer do not directly authenticate each other via TLS. In release 16, Client Credentials Assertion (CCA) has been specified to allow NRF or another NF to authenticate an NF Service Consumer, but authentication of the NRF/NF Service Producer by the NF Service Consumer has not been addressed so far. Whether a similar solution as CCA is also needed from NRF/NF Service Producer side versus the complexity in the system such solution will create needs to be evaluated.
· Roaming case: With the introduction of CCA in Rel-16 this study will further investigate, if an End-to-End authentication mechanism is needed in case of indirect communication in roaming. If yes, further study is needed on how client credentials assertion or other mechanisms can be used in the roaming case, as the NF Service Producer in the home PLMN will not be able to verify the signature of the NF Service Producer in the visited PLMN unless cross-certification process is established.
· SCP deployment models: While PLMN-wide trust between NFs and SCPs is an option, more restrictions could be desirable in complex networks with SCP domains as addressed in SA2 study, e.g. if SCPs are operated in different regions/provinces. There can be several technical domains within a PLMN, where equipment with different capabilities is deployed and signaling also varies in some aspects, e.g. if equipment upgrade is performed in a stepwise manner. Such technical domains can be defined based on compute center boundaries, based on operators of subnetworks, based on regions/provinces, etc. Trust relationships may need additional security consideration for connections between SCPs in different SCP domains and from NFs to SCPs in SCP domains. The study will explore the need for trust and policing of communication within or among such domains should be introduced.

· Verification of URI in subscription/notification:  If URI is changed or malicious tampered, the notification message will be forwarded to a wrong place. Solution is needed for verification of URI. 
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Objective

The objective of this study item is to analyse potential attacks and study necessary security enhancements. In particular, the following topics are addressed:
· Need and mechanism of enabling end to end authentication in roaming case if no cross-certification between operators is enabled
· Need and mechanism of enabling NF Service Consumer authentication of NRF and the NF Service Producer 
· Need for addressing potential security impact of different deployment scenarios including the several SCPs 
· Verification of URI in subscription/notification  
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR
	33.XXX
	Study on security aspects of the 5G Service Based Architecture (SBA)
	TSG#91
	TSG#92
	Jerichow, Anja, Nokia, anja.jerichow@nokia.com


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	{E.g. "22.281"}
	{Possible values: 

- either free text (e.g. “CS aspects to be removed") 
- or “Specification to be withdrawn”}
	{E.g. "TSG#89"}
	{Free text}
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Work item Rapporteur(s)
anja.jerichow@nokia.com
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Work item leadership

SA WG3
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Aspects that involve other WGs
CT4 for stage 3 work.
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