

	
3GPP TSG-SA3 Meeting #101e 	S3-203103
e-meeting, 9 – 20 November 2020
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	33.501
	CR
	1006
	rev
	-
	Current version:
	16.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Authorization between NFs and SCP

	
	

	Source to WG:
	 Nokia, Nokia Shanghai Bell

	Source to TSG:
	S3

	
	

	Work item code:
	5G_eSBA
	
	Date:
	2020-11-20

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	In TS33.501 in clause 13.3.6 there is a Ed Note stating authorization between NFs and SCP is ffs


	
	

	Summary of change:
	Addition of authorization mechanism between NFs and SCP

	
	

	Consequences if not approved:
	There will be no authorization mechanism defined between NFs and SCP and Ed Note will be unresolved. 

	
	

	Clauses affected:
	13.3.6, 13.4.1.3.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1






*************** Start of Change 1 ****************
[bookmark: _Toc26875951][bookmark: _Toc35528718][bookmark: _Toc35533479][bookmark: _Toc45028839][bookmark: _Toc45274504][bookmark: _Toc45275091][bookmark: _Toc51168349]
13.3.6	Authentication and authorization between SCP and network functions
The SCP and network functions shall use one of the following methods described in clause 13.1 to mutually authenticate each other before service layer messages can be exchanged on that interface: 
-	If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for mutual authentication of the SCP and the network functions. 
-	If the PLMN does not use protection at the transport layer, mutual authentication of the SCP and network functions may be implicit by NDS/IP or physical security.
Authentication between the SCP and the Network Function may be implicit by co-location.
Editor's Note: Authoriziation between SCP and NFs is ffs
Authorization between NF Service Consumer and SCP, when sending the service request to SCP in delegated discovery, may be explicit by enhancing the CCA (as specified in clause 13.3.8), i.e. generating a CCA' depending on the operator's policy for NRF verification. By inserting the SCP Instance ID in CCA' the NF Service Consumer can authorize it. This CCA' is sent along the service request to SCP. 
NOTE 1: Since NF Service Consumer is delegating the discovery, as well as access token request, service request and receiving service response to SCP, the NF Service Consumer authorizes the SCP to perform these actions on it's behalf.
The SCP may also generate its own CCA (as specified in clause 13.3.8) and sends it along with access token request and further including the CCA' received from NF Service Consumer to NRF. 
The NRF verifies CCA(s) received as described in Clause 13.3.8.3. NRF also verifies that the Target SCP Instance ID (present in the CCA' received from NF Service Consumer) matches the subject of the CCA received from the SCP. 
NOTE 2: A successful verification of CCA(s) by NRF ensures that the SCP has been authorized by the NF Service Consumer.

NFc
SCP
NRF
1. Service Request (optionally includes enhanced CCA')
* CCA' additionally includes Authorized SCP ID
2. Nnrf_AccessToken_Get_Request (includes CCA' and CCA, 
CCA contains the SCP Instance ID in the subject parameter)
3. NRF analyzes the request, and authorizes the SCP 
4. Nnrf_AccessToken_Get Response
(access token) 










			

 


[bookmark: _Toc45028854][bookmark: _Toc45274519][bookmark: _Toc45275106][bookmark: _Toc51168364]13.4.1.3.2	Authorization for indirect communication with delegated discovery procedure
This clause covers the scenario where the NF Service Consumer use the SCP to discover and select the NF Service Producer instance that can process the service request.
[image: ]
Figure 13.4.1.3.2-1: Authorization and service invocation procedure, for indirect communication with delegated discovery  
1.	The NF Service Consumer sends a service request to the SCP. The service request may include the NF Service Consumer CCA as defined in clause 13.3.8.
2.   The SCP may perform a service discovery with the NRF.
3. 	The SCP sends an access token request (Nnrf_AccessToken_Get Request) to the NRF. The access token request includes parameters as defined in clause 13.4.1.1. The access token request may include the NF Service Consumer CCA if received in Step 1.
4.	The NRF authenticates the NF Service Consumer using one of the methods described in clause 13.3.1.2. If cNF authentication is successful and the NF Service Consumer is authorized based on the NRF policy and the SCP requesting the access token is authorized by NF Service Consumer, the NRF issues an access token as described in clause 13.4.1.1. The NRF uses the NF Service Consumer instance ID as the subject of the access token. 
5.  The NRF sends the access token to the SCP in an access token response (Nnrf_AccessToken_Get Response).
6.	The SCP sends the service request to the NF Service Producer. The service request includes the access token received in Step 5, and may include the NF Service Consumer CCA if received in Step 1.
7.	The NF Service Producer authenticates the NF Service Consumer  by one of the methods described in clause 13.3.2.2 and if successful, it validates the access token as described in clause 13.4.1.1. 
8.  If the validation of the access token is successful, the NF Service Producer sends the service response to the SCP.
9.	The SCP forwards the service response to the NF Service Consumer.
 *************** End of Change 1 ****************
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5. Nnrf_AccessToken_Get_Response
(Access Token)



3. Nnrf_AccessToken_Get_Request
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 * indicates that Client Credentials Assertion is optional in this step. 



6. Service Request
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