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1
Decision/action requested

This contribution discusses the SA2 LS on MuSIM.
2
Rationale

This contribution provides initial evaluation of the solutions requested by SA2.
Solution #1: Handling of MT service with Paging Cause

According to the solution #1, only voice service is listed as a potential paging cause value. The additional information carried in the paging message does not introduce a privacy risk because it does not reveal the long-term UE identity and UE will be allocated with a new 5G GUTI after responding to the paging. Furthermore, the existing paging messages are already unprotected and if an attacker tampers with them it will lead to denial of service to the UE. The addition of the paging cause does not introduce any new security risks beyond the existing denial of service risk if an attacker tampers with the paging cause value.
However, if paging cause value is only included for UEs that have multiple USIMs then this may reveal to the serving network that the UE has multiple USIMs, which may be a privacy concern that needs to be addressed. 
	Solution principle for further study in SA2
	Applicability to Key Issues
	Question to SA3

	Paging Cause (as in Solution #1) 

Currently there is the following Editor’s note and NOTE related to this solution principle:

Editor's note:
Whether exposing the Paging Cause in clear poses as security issue will be determined by SA WG3.

NOTE:
It will be determined whether the Paging Cause can be used only for UEs that have requested MUSIM assistance or unconditionally.
	KI#1.


	Q1: Please confirm whether exposing the Paging Cause in cleartext poses any privacy/security issues. 

Proposed SA3 Response:

SA3 confirms that including the paging cause does not introduce any new security/privacy issues. However, if paging cause value is only included for UEs that have multiple USIMs then this may reveal to the serving network that the UE has multiple USIMs, which may be a privacy concern that need to be addressed. 


Solution #7:  Push Notification
Since the paging server is a new network function, it is required to develop a solution to establish a secure connection between the multi-USIM UE and the paging server based on the 3GPP credential. Additionally, since paging server in PLMN A needs to send a push notification when the multi-USIM UE is connected to PLMN B, the IP address of the UE in PLMN B should be always available at the paging server in PLMN A or vice versa. This effectively reveals UE’s identity in one PLMN to another PLMN, and may introduce privacy risks to the UE, e.g., tracking UE’s behavior in other PLMN based on the UE’s IP addresses.  Furthermore, the fact that the UEs is using multiple USIM may leak some privacy of the UE (i.e., the paging server knows that the particular UE is using multiple USIMs and potentially the PLMNs that issued them). To avoid this privacy risk, user consent may be required from the subscriber before this feature is activated.
	Solution principle for further study in SA2
	Applicability to Key Issues
	Question to SA3

	Push Notification from a Paging Server (as in Solution #7)

Currently there is the following Editor’s note related to this solution principle:

Editor's note:
The security aspects of the communication between UE and Paging Server, including the details for the assignment of UE identity and credential which enable the UE to establish a secure connection with the Paging Server via the Internet, as well as any privacy issues, will be addressed by SA WG3.
	KI#1, KI#2


	Q2: Please confirm whether from security perspective you see any blocking issues for the principle of Push Notification from a Paging Server and provide feedback on the security aspects of the communication between UE and Paging Server.
Proposed SA3 response:

This solution reveals to the Paging Server that a) the UE’s IP addresses (which may allow the Paging Server to track the UE using it’s IP address); b)  the UE is using multiple USIMs. Both of these may be considered a privacy concern and user consent from the UE’s subscriber may be required before this feature is enabled for a specific UE. 


Solution #12: Push Notification via SMS
This solution requires that when multi-USIM UE registers to a PLMN, the UE needs to provide its MSISDN of another PLMN. Considering the MSISDN is a permanent or at least long-term identifier, providing MSISDN in registration exposes the UE to potential privacy risks, e.g., associating two MSISDN belonging to the same person.  To avoid these privacy risks, user consent may be required from the subscriber before this feature is activated.

	Solution principle for further study in SA2
	Applicability to Key Issues
	Question to SA3

	Push Notification via SMS (as in Solution #12) 
Currently there is the following note related to this solution principle:

NOTE 2:
The USIM credential can be reused to validate SMS. The details will be addressed by SA WG3.
	KI#1, KI#2
	Q3: Please confirm whether from security perspective you see any blocking issues for the principle of Push Notification via SMS and please provide feedback on the use of the USIM credential to validate the SMS carrying the Push Notification and any privacy issue due to exposing MSISDN to other operator.

Proposed SA3 response:

This solution reveals to long -term identifier of the UE (i.e., MSISDN) of one PLMN to another PLMN, which may be considered a privacy risk. Furtheremore, a PLMN gets to know that the UE is using multiple USIMs (irrespective of whether the USIMs are issued by the same PLMN or different PLMNs), which may also be considered as a privacy risk.

To avoid such privacy risks, a user consent from the UE’s subscriber may be required before this feature is enabled for a specific UE. 


Solution #24: Procedure for providing paging cause to the UE when more than one USIM of the UE are registered with same PLMN.
This solution requires UE to provide its GUTI associated with a USIM when registering the same network with another USIM. Since AMF knows the GUTIs associated with both USIMs, AMF can associate two subscription permanent identifiers (IMSIs or SUPIs) of the Multi-USIM UE. This may expose the subscribe to privacy risks since the serving PLMN (e.g., a roaming network) can associate the multiple subscription permanent identifiers and the corresponding user. This may be considered a leak of privacy of the subscriber (i.e., leak of information that the subscriber is using multiple USIMs) and therefore, a user consent may be required before this feature is activated.
	Solution principle for further study in SA2
	Applicability to Key Issues
	Question to SA3

	For the solution “Informing network two USIMs belongs to same device” (new solution in S2-2006018 agreed in SA2#140e) the note below is introduced:

NOTE:
If any security issues arise due to above step will be determined by SA3.
	KI#1
	Q4: Please confirm whether from security perspective you see any blocking issues in this solution: The registration request message of UE-2 includes the GUTI of UE-1. The UE-1 and UE-2 are part of same MUSIM UE.

Proposed SA3 response:

This solution reveals to the serving network that the UE is using multiple USIMs and allow the serving network to associate the permanent identifiers (e.g., SUPI) of the two USIMs to the same UE (since the serving network knows that both GUTIs belong to the same subscriber) which may be considered a privacy risk. 

To avoid such privacy risks, a user consent from the UE’s subscriber may be required before this feature is enabled for a specific UE. 


3
Detailed proposal

It is proposed that SA3 endorse this document and use the proposed responses to the Q1 to Q4 as the basis for the reply LS to SA2.
