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1
Decision/action requested

This contribution proposes some analysis for solution #2.2 in TS 33.846.
2
References

[1]


3GPP TS 33.846 v0.8.0
3
Rationale

The proposed protection of SQN only works over 5G networks and will also fail if KAUSF is ever mis-aligned. Current discussion in SA3 conclude that there is not yet a robust method support of ensuring KAUSF alignment. The solution also requires a change to the serving network for 5G AKA and also only protects against the linkability attacks based on recognising the difference between MAC and SYNC failures (see key issue which discusses other types). 
It is proposed to add this to the evaluation of the solution
4
Detailed proposal

It is proposed that SA3 include the below pCR for inclusion into the TR [1]. 
**** START OF CHANGES ****
6.2.2.3
Evaluation

Editor’s Note: Further evaluation is needed.

The protection of SQN will only work over 5G network. 

A mis-aligned KAUSF will result in re-synchronisation failure, e.g. when a USIM that does not support KAUSF storage is moved to a new phone. 
The solution requires changes to the serving network for 5G AKA. 

The solution only address linkability attacks based on recognising SYNC and MAC failures. 

**** END OF CHANGES ****

