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1
Decision/action requested

Endorse the proposal to send LS to SA2 as proposed in clause 4.2 of this document.
2
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3
Rationale

No security requirements have yet been agreed for KI#2 (Provisioning of credentials) of TR 33.857 [1]. However, SA2 are progressing towards concluding their TR and have multiple Editor's notes where SA3 feedback is needed.  

According to an Editor's note of the SA2 TR [2]:
Editor's note:
DCS is potentially introduced to authenticate a UE with default UE credentials or provide means to another entity to do it. There are two potential mechanisms for DCS to authenticate the UE. 1) DCS interacts with O-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is not involved in the authentication procedure. As a result, the SO-SNPN is not directly involved with the authentication procedure but gets informed of its result and then performs remote provisioning. 2) DCS interacts with SO-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is involved in the authentication procedure. As a result, the SO-SNPN is directly involved and aware of the result of authentication procedure and performs remote provisioning. SA WG3 needs to evaluate the two above mechanisms from security perspective and provide feedback.
This discussion paper aims at drawing solutions sketches for these in order to be able to provide an answer to SA2 in a LS. These sketches are not meant to provide a full list of solutions, also many details are left open. The intention is just to provide an indication that both scenarios mentioned by SA2 are possible and can be addressed by solutions in SA3.  

For definitions of the terms DCS, SO-SNPN etc, please see the TR 23.700-7 [2]. 

4
Detailed proposal

4.1
Assumptions

In this document, we assume that the credentials to be provisioned to the UE are certificates to be stored in the ME of the UE (not in USIM) without further specification on the storage location or method. 

Further we assume that the default credentials are certificates, issued by the Default credentials owner and loaded into the UE during production. 

4.2
Deployment options

4.1.1
Indirect relation between DCS and SO-SNPN

In this scenario, the DCS has an established relation to the ON. The ON trusts the DCS to do primary authentication of the UE on behalf the ON. For instance, the DCS will run a AAA server and the ON regards the AAA as a trusted external party used for authentication. Any agreed solutions for KI#1 of TR 33.857 [1] can be used to implement this relation. 

Further, the administrator (e.g. manufacturer) running the DCS may be able to provide information about the PS to the ON (e.g. when the manufacturer knows to which company the devices are sold). This information could be an address to the PS or something else that can be used by the ON or UE to select the PS. 
A high-level illustration of the relations is provided in Figure 4.1.1.-1
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Figure 4.1.1-1 High-level relations

After a successful authentication, the ON is provided with a key (KAUSF) which can be used to setup further security relations. For example, the UE is able to establish user plane connection to the PS of the SO-SNPN. 
It also means that mechanisms like AKMA can be used to establish a security relation between the UE and the PS based on the resulting key from the primary authentication.

Once this security relation is established, the UE can generate a key pair, and do certificate enrolment towards the PS over the secure channel. The methods for certificate enrolment are out of scope of 3GPP. 
A high-level solution sketch is provided in Figure 4.1.1-2.
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Figure 4.1.1-2 Solution sketch for certificate provisioning when ON has a security relation with DCS
4.1.2
Direct relation between DCS and SO-SNPN

In this scenario, there is an established relation between the DCS and the PS of the SO-SNPN. For example, the PS is provided with a (server) certificate signed by the same CA issuing the UE certificates. This can be performed when the UE is sold to the Subscription Owner. It enables the PS to and UE to mutually authenticate and establish transport security for provisioning using the DCS credentials of the UE and the certificate issued by DCS in the PS. 
A high-level illustration of the relations is provided in Figure 4.1.2-1.
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Figure 4.1.2-1  High-level relations

The authentication of the UE performed by the PS using DCS security anchor could be part of a primary authentication where the PS performs this on behalf of the ON. This scenario is illustrated in Figure 4.1.2-2. 

In this scenario actually two authentications runs are made towards the PS, one for primary authentication in step 2 and one additional to setup a tunnel in step 4. 
Another option is to allow for unauthenticated access via ON. Since the PS authenticates the UE, there might not be need for the ON to authentication from a security perspective as long as a security relation can be setup between the UE and the PS. This scenario is illustrated in Figure 4.1.2-3.
For both the above cases, there is a question on how the ON/UE can identify which PS to use. There might be several PS with relation to every ON. This could potentially be solved by each PS providing the ON a list or range of UE IDs that it is responsible for. Since the PS will not know which ON a particular UE will connect to, the PS needs to provide the information to all possible ONs. 
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Figure 4.1.2-2 Solution sketch for certificate provisioning when PS has a security relation with DCS
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Figure 4.1.2-3 Solution sketch for certificate provisioning when PS has a security relation with DCS using unauthenticated initial access
4.2
Proposal

By the analysis above either solution type seems viable from a security perspective. Neither one would require any new procedures being defined, instead existing procedures can be used. It needs to be described, however, how the existing procedures can be used. Also, some new normative work in the field of AKMA may be required. 
It is proposed to send a LS to SA2 with this result. A draft LS to SA2 is provided in S3-203116.
UE
ON
DCS
PS
(SO-SNPN)



UE
ON
PS
DCS
6)
UE certificate signing request
2)
UE registration over unauthenticated access
5)
UE key pair generation
7)
De-registration
Provisioning of certificate from DCS
1)
4)
TLS authentication
3)
UP session establishment



UE
ON
PS
DCS
6)
UE certificate signing request
2)
UE registration and authentication
5)
UE key pair generation
7)
De-registration
Provisioning of certificate from DCS
1)
3)
UP session establishment
4)
Security setup (e.g. TLS)



UE
ON
DCS
PS
1)
UE Registration and Authentication
5)
UE certificate signing request
3)
Security establishment using AKMA
2)
UP session establishment
4)
UE key pair generation
6)
De-registration



UE
ON
DCS
PS
(SO-SNPN)



