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Decision/action requested

Endorse the detailed proposal below.
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Rationale

In SA3 #100e, there were two CRs (S3-201870 [4], S3-201881 [5]) submitted to argue the missing specification during authentication procedure for N5GC and N5CW in certain circumstances. There was however no solution agreed in the meeting. 

This discussion paper analyses the use cases which lead to faults during authentication procedure from the two CRs, compares the use cases for N5GC and N5CW respectively, and lists several proposals to solve the problems. 
4
Discussion

It is good to recap the definition and description of N5GC and N5CW respectively to have a common understanding on their capability.
4.1 N5GC (Non-5G capable device) 
According to 33.501 [1] and 23.316 [2], support of N5GC device in 5GC works as:
· N5GC device is lack some key 5G capabilities, i.e. it does not support NAS nor the derivation of 5G key hierarchy;

· The authentication of N5GC device is based on additional EAP methods other than EAP-AKA', e.g. EAP-TLS

· N5GC device sends its NAI in the form of 'username@realm' in the initial request to W-AGF; 
· N5GC device does not support subscriber privacy defined in 5GC, i.e. SUCI or 5G-GUTI. Subscription privacy protection for N5GC device can be achieved via TLS subscription identifier privacy protection. In that case, the "username" part of N5GC NAI must be is either omitted or "anonymous".
· W-AGF, on behalf of the N5GC device, sends the Registration Request toward HN with a SUCI of NULL scheme built upon the NAI received from the N5GC device. 
· W-AGF populates a "N5GC" flag in the request which indicates the device is non-5G capable, e.g. additional EAP methods other than EAP-AKA’ shall be selected for the authentication procedure.
· Each N5GC device is registered to 5GC with its own unique SUPI. The SUPI is supplied by AUSF in the response message of the successful authentication.
Figure1 shows a main flow of registration and authentication of a N5GC device to the 5GC, omitting some details not relevant for this discussion.
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Figure 1 Main flow of registration and authentication of N5GC device to the 5GC
4.1.1 Authentication method selection

Issue N5GC1, Misalignment of authentication method selection based on N5GC flag in stage2 and stage3 TS.
In TS 33.501 [1], N5GC flag terminates in the AUSF and is not sent to the UDM. In TS 29.503 [3], N5GC flag is defined in Nudm API i.e. sent to the UDM. 
This misalignment of "N5GC" flag must be corrected.
Issue N5GC2, Authentication method selection for an anonymous SUCI is unclear
When TLS subscription identifier privacy protection is supported, the SUCI sent to the HN in the initial request i.e. step 2 and step 3 is an anonymous SUCI, i.e. without username or username as “anonymous”. Thereby UDM is unable to resolve the N5GC device's own unique SUPI from the anonymous SUCI in step 4b. Consequently, UDM is unable to select an authentication method based on the SUPI nor from the N5GC device's subscription.
S3-201877 [6] discussed several alternatives to solve the problem, in short:

SolutionA1, AUSF sends N5GC indicator to UDM. Authentication method selection in UDM is based on N5GC flag;

SolutionA2, UDM populates a dummy SUPI from the anonymous SUCI and selects an authentication method based on this dummy SUPI. Note, UDM may possibly utilize also the realm information for authentication method selection;

SolutionA3, AUSF performs default authentication method selection for anonymous SUCI.
Note, solutionA1 also solves issue N5GC1.
4.1.2 N5GC's unique SUPI 
Issue N5GC3, retrieving N5GC device's own unique SUPI from an anonymous SUCI is not specified
As mentioned above, when an anonymous SUCI is sent to the UDM, the UDM is unable to resolve the N5GC device's own unique SUPI from the anonymous SUCI in step 4b. Furthermore, exchange of SUPI during EAP-TLS procedure is not defined either. According to the main flow above, there must be some way to point out the N5GC device's own unique SUPI. And the SUPI shall be sent by AUSF to the AMF in the response message of the successful authentication to enable registration of the N5GC device in 5GC. 

It could be fairly said that the N5GC device is authenticated by the AUSF corresponding to a unique identifier during EAP TLS, e.g. EAP-TLS peer name (peer ID) as defined in RFC 5216 [7]. 

On the other hand, according to 33.501 [1] Annex B e.g. using EAP TLS for primary authentication, it is specified that:

15.
The AUSF authenticates the UE based on the message received. The AUSF verifies that the client certificate provided by the UE belongs to the subscriber identified by the SUPI. If there is a miss-match in the subscriber identifiers in the SUPI, the AUSF does not accept the client certificate. If the AUSF has successfully verified this message, the AUSF continues to step 16, otherwise it returns an EAP-failure.

Thus, to use EAP TLS for primary authentication the AUSF must verify the consistence of the client certificate and the user's subscription defined in the home network. 

To solve the mentioned problems, possible solutions could be:

SolutionA4, the AUSF constructs a SUCI or a SUPI based on the unique identifier used to authenticate the N5GC device during the EAP TLS.

SolutionA5, the AUSF checks with the UDM that the SUPI obtained during EAP TLS is defined and valid in the subscription data of the N5GC device. 
4.2 N5CW (Non-5G Capable over WLAN)
According to 33.501 [1] and 23.502 [8], support of N5CW device in 5GC works as:
· N5CW device supports to access 5GC via trusted WLAN but does not support 5GC NAS over WLAN. 

· N5CW device can be 5G-capable over 3GPP access and support the derivation of 5G key hierarchy, i.e. N5CW can be a 5G UE.
· The authentication of N5CW over WLAN is based on EAP-AKA'. Due to lack of 5G NAS support , 5G AKA cannot be used over WLAN. The authentication of N5CW over 3GPP access can be based on 5G AKA or EAP-AKA'.
· N5CW device supports subscriber privacy defined in 5GC, i.e. SUCI or 5G-GUTI. 
· In the registration request to 5GC over WLAN, the N5CW device sends either a 5G-GUTI if it has been registered to 5GC over 3GPP access before or a SUCI if it hasn't. 
· Both SUCI and 5G-GUTI are in form of NAI with realm part coding as “@nai.5gc-nn.mnc123.mcc45.3gppnetwork.org”. The '5gc-nn' in the realm part indicates the N5CW's capability i.e. "5G connectivity-without-NAS".
Figure2 shows a main flow of registration and authentication of a N5CW device to the 5GC, omitting some details not relevant for this discussion.
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Figure 2 Main flow of registration and authentication of N5CW device to the 5GC
4.2.1 Authentication method selection

As mentioned above a N5CW device can be a 5G UE too, thus both 5G AKA or EAP-AKA' can be supported e.g. defined in its authentication subscription profile. S3-201870 [4] described an issue that UDM shall only select EAP based method for the N5CW device accessing over WLAN access.

In case the N5CW device sends a SUCI when performing registration to 5GC over WLAN, the realm part of the SUCI contains '5gc-nn'. This information can be enough for the UDM to determine that EAP based method shall be selected for the authentication request.

However, in case the N5CW device sends a 5G-GUTI, the AMF could use the SUPI stored locally and send it in the authentication request. Note the SUPI may not contain '5gc-nn' in realm e.g. in case it was retrieved in the previous authentication procedure over 3GPP access. Therefore, the UDM may lack of enough information to select EAP-AKA' in this case.

Issue N5CW1, Authentication method selection for N5CW in case of 5G-GUTI in registration request is unclear
S3-201870 [4] proposed a solution,


SolutionB1, TWIF proposes authentication method(s) to assistant authentication method selection in the UDM.
Alternatively, other possible solutions could be:

SolutionB2, TWIF populates a 'n5cw' flag, which is carried over explicitly in the messages towards the UDM, similarly as 'n5gc' flag

SolutionB3, AMF populates a 'n5cw' flag based on '5gc-nn' in the realm of SUCI or 5G-GUTI and sends it over authentication request.


4.3
Summary

	Issue tags
	Issues
	Solutions
	Comment 

	N5GC1
	Misalignment of authentication method selection based on N5GC flag in stage2 and stage3 TS
	SolutionA1
	Misalignment is solved by A1 or remove the 'N5GC' flag in Nudm API from stage 3 TS.

	N5GC2
	Authentication method selection for an anonymous SUCI is unclear
	SolutionA1
SolutionA2

SolutionA3


	A1 is aligned with current stage3 TS.

A2 impacts UDM to generate a dummy SUPI and define corresponding subscription thereof.
A3 impacts AUSF to select default authentication method for anonymous SUCI based on local configuration;

	N5GC3
	Retrieving N5GC device's own unique SUPI from an anonymous SUCI is not specified
	SolutionA4

SolutionA5


	A4 impacts in AUSF to retrieve SUPI from EAP TLS procedure. Some local configuration is required in AUSF to map the EAP TLS peer ID into SUPI.
A5 impacts in AUSF to ensure the consistence of subscriber identifier retrieved from EAP TLS with the subscription defined in UDM.

	N5CW1
	Authentication method selection in case of 5G-GUTI in registration request is unclear
	SolutionB1
SolutionB2

SolutionB3



	B1 impacts TWIF/AMF/AUSF/UDM to support the proposed authentication methods by TWIF and misalignment handling in case the proposed authentication methods are not aligned with the authentication methods defined in the subscription.
B2 impacts TWIF/AMF/AUSF/UDM to support a new 'N5CW' flag.

B3 impacts AMF/AUSF/UDM to support a new 'N5CW' flag. It is simplified version of B2 since "Non-5G Capable over WLAN" is known by AMF already based on the realm of SUCI or 5G-GUTI.




From the table above, 

· To solve authentication method selection for N5GC, solution A1 has the least impact and no extra effort for alignment with stage 3 on N5GC flag.
· 
· To solve N5GC device's own unique SUPI retrieval issue, both solutionA4 and solutionA5 are needed for an integral solution.
· To solve authentication method selection for N5CW, solutonB3 
has the least impact on the system.
5
Detailed proposal

It is proposed to approve the following updates for Release 16:

SolutionA1, AUSF sends N5GC indicator to UDM. Authentication method selection in UDM is based on N5GC flag; This is reflected in the CR in S3-20xxxxx
. 

SolutionA4, the AUSF constructs a SUCI or a SUPI based on the unique identifier used to authenticate the N5GC device during the EAP TLS. This is reflected in the CR in S3-20xxxxx
.
SolutionA5, the AUSF checks with the UDM that the SUPI obtained during EAP TLS is defined and valid in the subscription data of the N5GC device. This is reflected in the CR in S3-20xxxxx
.
SolutionB3, AMF populates a 'n5cw' flag based on '5gc-nn' in the realm of SUCI or 5G-GUTI and sends it over authentication request. This is reflected in the CR in S3-20xxxxx
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