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1
Decision/action requested

Approve this contribution to remove EN in KI2 of TR33.854
2
References

[1]


3
Rationale

This contribution proposes to remove the EN: “Whether UAV and UAVC pairing authorization is in scope of this TR is FFS” in KI#2 based on the following reasons: 

1. It has been concluded in TR23.754 that 
-“The UAV/UAVC pairing authentication and authorization is done by USS/UTM during PDU session secondary authentication/authorization procedure or new service-based mechanisms with the USS via the NEF/SCEF or a new UAV Network Function, the result is notified to either the SMF or the NEF/SCEF or UAV NF, respectively, i.e. a CP-based signaling mechanism is chosen for normative work.”

-“The UAV may provide information for the authorization of UAV and networked UAV controller pairing to USS/UTM. The USS/UTM is required to authorize the UAV/UAVC pairing, i.e. the UAV requests to be paired with a UAVC. The USS/UTM informs the results of pairing authorization to the 3GPP system in terms of identification of the traffic that needs to be enabled”
2. “authentication and authorization” is within scope of SA3
4
Detailed proposal
pCR
***
BEGINNING OF CHANGES   ***
5.2
Key Issue #2: Pairing authorization for UAV and UAVC
5.2.1
Key issue details

Each UAS consists of one UAV Controller (i.e. UAVC) and one UAV. 

It is required in TR 23.754 [3] that 

· 3GPP system shall enable UTM to associate/pair the UAV and UAVC. 

· Pairing is authorized by the USS/UTM and the result is made known to the PLMN

· Pairing between UAV and UAVC for the use of their connection may be at least authorized

This key issue discuss the detailed 3GPP security procedure for the pairing authorization of UAV and UAVC. 
5.2.2
Threats
If pairing authorization of UAV and UAVC is not performed, an unauthorized UAVC may take control of UAVs causing tremendous risks to the security of UAS and public safety. 

If pairing authorization of UAV and UAVC is not performed securely, an unauthorized UAVC may hijack UAVs causing tremendous risks to the security of UAS and public safety.

The pairing authorization process should be standardized to avoid costly proprietary solutions or potential security risks with respect to proprietary solutions.

If 3GPP system is not capable to receive revocation of pairing authorisation from UTM/USS, then UTM/USS might not be able to take appropriate measures to deal with misbehaving UAVs and they might cause accidents or become attack vectors. 

5.2.3

Potential Security requirements

The pairing of a UAV and a UAVC shall be authorized by USS/UTM before the 3GPP system can provide UAV and/or UAVC connectivity service used for UAS operations. 

3GPP system shall enable UAV and UAVC pairing authentication and authorization by USS/UTM, which provides the outcome to the 3GPP system.

3GPP system shall provide means for the UTM/USS to revoke a UAV and UAVC pairing authorization.


***
END OF CHANGES
***
