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	Reason for change:
	If the protection implemented for the IMS signalling over Gm interface uses the wrong security profile, which may contain weak security algorithms or protocol versions known to be vulnerable, the level of the security of the IMS signalling data may be degraded and fail to fulfil the required security. The threats to IMS signalling transport needs to be added.
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[bookmark: _Toc35533764][bookmark: _Toc26887126][bookmark: _Toc19783342]X.Y.Z	Threats related to IMS signalling transport
- Threat name:  No protection or weak protection for IMS signalling data.
- Threat Category: Tampering, Information Disclosure.
- Threat Description: IMS signalling is transported between the UE and the P-CSCF via Gm interface. If the IMS signalling transported over the Gm interfaces is not confidentiality protected, it can be subject to eavesdropping. Information is leaked to unauthorized parties. If the IMS signalling is not integrity protected, attackers can tamper with user traffic at will. The P-CSCF may obtain false the IMS signalling. If the IMS signalling is not replay protected, attackers can insert historical legitimate the IMS signalling. This can lead to false network management, such as initiating a new IMS AKA procedure.  
	If the protection implemented for the IMS signalling over Gm interface uses the wrong security profile, which may contain weak security algorithms or protocol versions known to be vulnerable, the level of the security of the IMS signalling data may be degraded and fail to fulfil the required security. 
- Threatened Asset: IMS signalling data.
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