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1. Introduction
SA3 #100e had discussed the verification of serving network name in the AUSF based on S3-201916, S3-201917 and S3-201918. 
After long discussion, no agreement was achieved. There are two solutions on the table, i.e. 
· SEPP checking: Using the pSEPP to check the PLMN ID of the message (already specified in SA3), 
· Clause 13.2.4.7 of TS 33.501 says “The receiving SEPP shall verify that the PLMN-ID contained in the incoming N32-f message matches the PLMN-ID in the related N32-f context.”
· New HTTP header: Adding the PLMN ID as the new HTTP header by the SEPP in order that the AUSF could use the inserted PLMN ID for verification.
This contribution would like to make a detailed analysis on these two solutions, and propose to use the SEPP checking as an agreement for this issue according to the analysis.
2. Discussion
The SEPP checking solution is illustrated in the below Figure 1.


Figure 1. Alternative solution that impacts only p-SEPP 
Steps:
1-2: c-SEPP and p-SEPP exchange FQDNs during the N32 handshake procedure, p-SEPP stores the c-SEPP FQDN in N32f Context. 
The remote PLMN ID of the C-SEPP can be found in the N32-f context specified in TS 33.501.
3: NF Service Consumer in vPLMN sends a request message to NF Service Producer in hPLMN. The message is captured by vPLMN c-SEPP, which forwards it to hPLMN p-SEPP.
4: p-SEPP searches for PLMN ID in the received message. If PLMN ID is present, p-SEPP compares it to the PLMN ID retrieved from N32f Context, e.g. the PLMN ID included in c-SEPP FQDN.
- If they match, p-SEPP forwards the message to the NF Service Consumer
- If they don't match, p-SEPP silently discards the message
- If PLMN ID is absent altogether, p-SEPP forwards the message to the NF Service Consumer
Below two tables that summarize pros and cons for both proposals. 
Table 1. Comparison of pros
	
	Checking in the pSEPP
	S3-201917r3

	






Pros
	
Applies to Rel-15 and onwards 
	Yes
A p-SEPP that implements the above mentioned SA3 requirement fixes the problem also for Rel-15 NFs
	No
The solution with upgraded SEPP will not fix the problem for Rel-15 NFs

	
	
Limited impact
	Yes
The solution will impact only SEPPs and in a large network there are far less SEPPs than NF Service Producers
	No
The solution will impact both SEPPs and NFs

	
	
Time to market
	Short
Upgrading few SEPPs will require way less time and efforts, than upgrading many more NFs
	Long
Upgrading few SEPPs and many more NFs will require quite some time

	
	
PLMN ID check
	Conditional
Malicious messages containing PLMN ID will be discarded by p-SEPP right at the edge of a PLMN. That is, detectable malicious messages will not hit NF Service Producers, while messages without PLMN ID will be delivered to  NF Service Producers
	Limited
Malicious messages containing PLMN ID will bypass p-SEPP and will hit NF Service Producers that still have not been upgraded. Messages without PLMN ID will be amended by PLMN ID before  delivering them to the  NF Service Producers (no requirement for this)

	
	
Harmonized with OAuth2.0
	Yes
A p-SEPP cannot know which clients in vPLMN have used OAuth2.0 and therefore the p-SEPP needs to look into the message for detecting the token. It won't take relevant processing time and power to also extract the PLMN-ID, if present
	No
A p-SEPP cannot know which clients in vPLMN have used OAuth2.0 and therefore the p-SEPP needs to look into the message for detecting the token. So, the solution won't save processing time and power on p-SEPP not looking into a message

	
	
Multiple PLMN-IDs
	Yes
The solution can easily be adapted to support the use case when the vPLMN has multiple PLMN-IDs (MNCs). Multiple vPLMN IDs are either configured in p-SEPP, or are received from the c-SEPP (see below NOTE)
	No
It is not clear how to adapt the  solution to support the use case when the vPLMN has multiple PLMN-IDs (MNCs)




Table 2. Comparison of cons
	
	New alternative
	C4-204089

	





Cons
	
Only partial solution
	Yes
 (a) it will be an optional feature, 
	Yes
(a) It will take a long while  till every NF is upgraded and therefore the solution will not provide an absolute protection, (b) it will be an optional feature

	
	
Dependency on API updates
	Yes
Every time PLMN-ID is added to a service request, which didn't contain it, the SEPPs should be upgraded
	No
API upgrades will not impact the solution 

	
	
Other concerns
	No
No known further drawbacks 
	Yes
If p-SEPP includes the new header, the network supports Oauth2.0 and multiple PLMN IDs are used on vPLMN side, then the PLMN IDs in the header and the PLMN ID in the access token may be different. This will trigger the message  refusal by the NF Service Producer



3. Conclusions
Considering the above analysis, SEPP checking as an existing security feature in TS 33.501 would be the better choice for this issue.
Furthermore, as specified in the TS 33.501, the AUSF as the NF producer could also be able to verify the PLMN ID in the message with the PLMN ID in the token in the roaming scenario.
4. Proposal
[bookmark: _GoBack]It is proposed to agree the changes in S3-203053 and S3-203054 to 3GPP TS 33.501 for the clarification on the serving network name verification in the AUSF side.
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