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1
Decision/action requested

SA3 is kindly requested to approve the updates to the key issue #1 to 33.857.
2
References

[1]


3GPP TR 23.700-07: "Study on enhanced support of non-public networks ".
3
Rationale

This contribution proposes some updates to the key issue #1 which studies the security aspects based on the proposed architectures in TR 23.700-07 [1] for supporting SNPN along with credentials owned by external entity. The proposed architecture includes the roaming scenario with SNPN being the serving network and PLMN or another SNPN being the home network. Credentials are owned by PLMN. 

In current authentication schemes, after successful authentication UE identity (i.e. SUPI) is sent from the home network to the serving network. When the serving network is SNPN and the home network is PLMN, sending SUPI to SNPN may have privacy implications, for PLMN may not always trust SNPN, and/or SNPN may not provide the same security level as PLMN.  When the both the serving and home networks are SNPNs, the privacy implication may still exist, depending on the trust relationship between the two SNPNs.
This contribution proposes to update the key issue #1 to take into account the privacy issue. 
4
Detailed proposal

SA3 is kindly requested to approve the following updates to the key issue #1.
************ Start of Change**********
5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.

5.1
Key Issue #1 Credentials owned by an external entity

5.1.1
Key issue details

This Key Issue aims at addressing security implications introduced in solutions related to Key Issue #1 Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN in TR 23.700-07 [3]. 

TR 23.700-07 [3] contains numerous solutions addressing Key Issue #1, where some solutions rely on a AAA-S external to the SNPN, depicted in 5.1.1-2, and others on an AUSF separated from the SNPN the UE is attempting to access, depicted in 5.1.1-1. These architectural changes may have an impact on security architecture, for instance, user privacy, and primary authentication.
Editor’s note: The solutions depicted are preliminary and might expand or reduce based on SA2 conclusion.
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Figure 5.1.1-1: SNPN + PLMN
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Figure 5.1.1-2: SNPN + non-PLMN
The solutions are to describe how authentication is done with credentials owned by an entity separate from the SNPN and how keys may be shared between an entity separate from the SNPN and the SNPN, considering trust relationship between the SNPN and the separate entity owing the credentials. Also, in the case where the entity owning the credentials (e.g. PLMN) does not trust the serving SNPN, analysis needs to be staged to understand the privacy implications accompanying the authentication procedure, specifically, the transmission of UE SUPI from the entity to the serving SNPN after successful authentication.
5.1.2
Security threats

Weak authentication procedures may allow attackers to impersonate the UE towards the SNPN or vice versa.

Sharing of keying material between the SNPN and an entity separate from the SNPN during the key establishment procedure where authentication and key agreement is the same, may imply that a third party can derive keys on its own.
When the serving SNPN is not to be trusted by the entity owning the credentials, sending UE SUPI to the serving SNPN may imply privacy breaches.
5.1.3
Potential security requirements

-
The UE and SNPN shall support network access authentication procedure with credentials owned by an entity separate from the SNPN.
-
The user privacy should be protected in the network access authentication procedure with credentials owned by an entity separate from the SNPN.
************ End of Change**********
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