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1
Decision/action requested

SA3 is kindly requested to approve the new key issue to 33.839.
2
References

[1]


 
3
Rationale

EC has witnessed the increasing need to place UPFs at the customer side, to cater to the demanding requirement on rapid data transport from the verticals. As the user plane anchor dedicated to the customer, the UPF may face more serious attacks targeting the customer, such as DDoS attacks with malformed messages, etc. Hence, the customized filter protecting the UPF may be required. 
4
Detailed proposal

All the texts below on the new key issue are new. SA3 is kindly requested to approve the new key issue.
************ Start of Change**********
5.X
Key issue #X: Protection of UPF in customer network
5. X.1
Key issue details 

EC has witnessed the increasing need to place UPFs at the customer side, to cater to the demanding requirement on rapid data transport from the verticals. As the user plane anchor dedicated to the customer, the UPF may face more serious attacks targeting the customer, such as DDoS attacks, malformed messages, etc. Hence, the customized filter protecting the UPF may be required.  
5. X.2
Security threats

The UPF may undergo attacks targeting the customer, such as DDoS, malformed messages, etc., if no protection is in place. 
5. X.3
Potential security requirements 

  TBD
************ End of Change**********
