3GPP TSG SA WG3 Meeting #101e                            
S3-203028
E-meeting, 09-20 November 2020
                         revision S3-20abcd
Source:
Huawei, HiSilicon
Title:
Security for the interface between the SMF and LDNSR
Document for:
Approval


Agenda Item:
5.8
1 Decision/action requested 
This contribution proposes a new solution on Transport security for the interface between the SMF and LDNSR
2 References
[1]


3GPP TR 33.839 Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC.
3 Rational
A new solution on Transport security for the interface between the SMF and LDNSR is proposed.
4 Detailed proposal
*************** Start of 1st Change ****************
6.X
Solution #X: security for the interface between the SMF and LDNSR
6.X.1
Solution overview
This solution addresses the transport security requirements for the interaction message between the SMF and LDNSR in key issue #9. In SA2, it was agreed that the interface between the SMF and LDNSR is based on SBI.
6.X.2
Solution details
In clause 13.1 of TS 33.501[7], it defines how to protect the interaction message transferred in SBI, and it is proposed to reuse the mechanism on the interface between the SMF and LDNSR. 
TLS should be used for the interaction message between the SMF and LDNSR as specified in clause 6.2 of TS 33.210[12], unless security is provided by other means, e.g. physical security. 
NOTE 1: 
Regardless of whether TLS is used or not, NDS/IP as specified in TS 33.210 [12] and TS 33.310 [13] can be used for network layer protection.
NOTE 2:
If interfaces are trusted (e.g. physically protected), it is for the PLMN-operator to decide whether to use cryptographic protection.
6.X.3
Solution evaluation 
TBD.
*************** End of 1st Change ****************
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