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1
Discussion
This discussion paper discusses a scenario when a Xn handover takes place from one serving PLMN to another serving PLMN during the authentication procedure. When a Xn handover procedure takes place from one serving network to another serving network during an ongoing authentication procedure the authentication procedure will fail if the AUSF and the UE uses different serving network to calculate XRES* and RES* respectively. This discussion paper further proposes a solution to overcome this issue. The detailed discussion is as described below.
FACT: Serving PLMN ID can change during the Xn handover procedure.
According the 3GPP TS 23.502, Xn handover can take place from one serving PLMN to another serving PLMN as described below. 

4.9.1.2
Xn based inter NG-RAN handover

4.9.1.2.1
General
The handover preparation and execution phases are performed as specified in TS 38.300 [9], in the case of handover to a shared network, source NG-RAN determines a PLMN or an SNPN to be used in the target network as specified by TS 23.501 [2]. If the serving PLMN changes during Xn-based handover, the source NG-RAN node shall indicate to the target NG-RAN node (in the Mobility Restriction List) the selected PLMN ID to be used in the target network. During Xn based handover into a shared NG-RAN node the source NG RAN node shall include the serving NID (if available) in the Mobility Restriction List to be used by the target NG-RAN node.

4.9.1.2.2
Xn based inter NG-RAN handover without User Plane function re-allocation
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Figure 4.9.1.2.2-1: Xn based inter NG-RAN handover without UPF re-allocation
Problem Description
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Figure1 : Xn handover during authentication procedure.

1) The AMF initiates authentication procedure when the UE is in connected mode. Step 0-3 fig 1.

2) The UDM calculate the XRES* and Kausf based on serving PLMN A received in the message from the AUSF. The UDM sends 7. Nudm_Authentication_Get Response to the AUSF the AUSF stores XRES* and generates HXRES*. The AUSF sends Nausf_UEAuthentication_Authenticate Response message to the AMF. The AMF stores HXRES*. Please refer steps 5-9 fig 1. 

4) Xn handover happens from a serving PLMN A to serving PLMN B in step 4 below, the serving PLMN in the UE changes to PLMN B. Please refer step 4 in fig 1.
5) The AMF send authentication request message to the UE. The UE calculates RES* and Kausf based on serving network name PLMN ID=B and sends authentication response message to the AMF. Refer steps 10-12 in the fig 1.

6) The AMF calculate HRES* from RES* and compare the HRES* and HXRES* which will fail as differnet servng network names are used to calculate RES* and XRES* in the UE and the UDM. The AMF will send Authentication Reject message with cause illegal UE. refer figure 13-15.
2
Solution
The AMF sends the serving network name in the Authentication Request message. The serving network name is same as serving network name sent to the AUSF in the message Nausf_UEAuthentication_Authenticate Request. The UE uses the serving network name received in the authentication request message to calculate RES* and Kausf.
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Figure 2: Handling of authentication procedure during Xn handover procedure.
The detailed step of the solution is described below.

i) when the AMF detects Xn handover to a different serving PLMN during the authentication procedure the AMF includes the Serving network name in the authentication request message and this serving network name is same as the serving network name sent in the Nausf_UEAuthentication_Authenticate Request messge to the AUSF. Refer step 9-10 Fig 2.

ii) When the UE receives authentication request message containing serving network name. The UE shall use the receives serving network name in calculating RES* and Kausf. The UE sends authentication response containing the RES*. Refer step 10-13 of Fig 2.

iii) The AMF compares HRES*. After successful comparison it sends message to the AUSF containing the RES*.  Refer step 14 -15 of Fig 2.

iv) The AUSF compares RES*. The verification will be successful. The AUSF will send authentication result to the AMF indicating successful authentication procedure.

3
Proposal

It is proposed to disucss the above scenario and the solution. The CR S3-203004corresponding to the solution described above has been submitted for the discussion and approval.
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