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1
Decision/action requested

Proposing a structure for grouping key issues
2
References

3
Rationale

In order to make all key issues a good fit as per clear security objectives, the contribution proposes to structure the key issues into 2 objectives aiming to provide the concentrated analysis for the specific security goal. 
The study item has 2 objectives listed:
· User consent between 5GC and AFs;
· User consent within 5GC network functions;
For the 2 key issue objectives, potential security threat and requirement shall be analysed as well as the necessarity of user consent. 
It is proposed to group key issues in this study accordingly.
4
Detailed proposal

********** START OF CHANGES

6 
Key issues 

Editor’s Note: This clause will contain the agreed key issues.

NOTE: 
Key issues should align with the background/analysis done in clause 4 and 5 above.

Editor’s Note: The clear split between user consent aspects studied in eNA study and UC3S study need to be clarified.

Editor’s Note: Below a generic template of headings for a key issue is provided and need to be deleted before the TR goes for approval. The subclauses may not necessarily be needed as part of a KI
6.1 Key issues relevant to User’s consent between 5GC and AFs 
Editor’s Note: This clause is for key issues on user consent required by AFs through 5GC network functions, e.g. NEF. Those key issues typically are relating to the exposure information security handling procedure. The use cases and potential requirements of user consent in this case will be analysed.
6.1.X
Key Issue #1: User's consent for exposure of information to Edge Applications

6.1.X.1
Key issue details

EES exposes UE Identifier API to the EAS in order to provide an identifier uniquely identifying a UE. Further, the Edge Enabler Server exposes the UE location API to the Edge Application Server in order to support tracking or checking the valid location of the UE. In order to expose such user related private information to the Edge Application servers, consent from the user is needed.
EES capability exposure to EAS as defined in TS 23.558 [2], mandates the end user's consent for reporting UE's information, particularly for UE Identifier API and UE location API. Following editor’s note is captured in the TS 23.558 [2] for obtaining the user's consent: “Editor's note:
Whether and how user's consent is obtained to share the UE identifier with a particular EAS is SA3's responsibility.”

6.1.X.2
Security threats

Use of user’s information to identify and track the user or user’s behavior without the permission or knowledge of the user, poses huge threat to user’s privacy. 

6.1.X.3 Potential security requirements

Editor’s Note: the security requirements are TBA.
Editor’s Note: When defining any procedures obtaining user's consent, it is needed to clarify “when” user’s consent is obtained, on “what” information it is obtained and provide details on “why” user’s consent is obtained (e.g. for what purposes the user consented information will be used).

6.2 Key issues relevant to User’s consent within 5GC network functions
Editor’s Note: This clause is for key issues on user consent required by 5GC network functions. The use cases and potential requirements of user consent in this case will be analysed.
6.2.X
Key issue #X: <Key issue name>

6.2.X.1
Key issue details 

Editor’s Note: This clause provides details of the key issue

6.2.X.2
Security threats

Editor’s Note: This clause list the threats derived from the key issue details

6.2.X.3
Potential security requirements 

Editor’s Note: This clause list the potential security requirements derived from the threats
********** END OF CHANGES

