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1	Decision/action requested
Approve this contribution to add a solution in TR33.818
2	References
[1]	
3	Rationale
After reading clause 4, the detail of clause 4 is not clear. We propose to add several Editor’s Note to point out the missing details. The Editor’s Note are self-explanation. Without clarification, the test cases and the methodology is not clear to apply to which kind of product.
4	Detailed proposal
pCR
***	BEGINNING OF CHANGES ***
[bookmark: _Toc40690191][bookmark: _Toc18060139]4.1.1	Considerations on network product class when using NFV technology
The definitions of network product class and network product were documented in the TR 33.916 [2]. For implementing 3GPP defined functionalities in network products, some functionalities that relate to the supporting platform (e.g. hardware components, operating system, etc.) also need to be implemented. The platform provides execution environment for 3GPP defined functionalities. For physical network products, the platform and the 3GPP defined functionalities are tightly coupled, while for virtualized network products, the platform and the 3GPP defined functionalities are decoupled. The platform of virtualized network products composes of a hardware layer and a virtualization layer, and is common for 3GPP defined deinfed functionalities. Concept of 3GPP VNF is defined in TS 28.500 [5]. According to the concept in [5], a 3GPP VNF is 3GPP network function(s) that runs on a Network Function Virtualization Infrastructure (NFVI), which is the platform of virtualized network products described above. 
Editor’s Note: The definition of 3GPP VNF cannot be found in TS 28.500[5], so the definition of 3GPP VFN is FFS, and the corresponding wording needs to be reworded.
Editor’s Note: The above paragraph only describes the 3GPP defined functionalities and the platform, so the description of other necessary elements for supporting NFV technology is FFS. For example, the element on supporting the 3GPP defined functionalitites to be deployed on the platform is not mentioned, and if this part is missing, it seems a NFV technology used in 3GPP product only needs two parts.
Editor’s Note: The definition of 3GPP defined functionalitites is FFS. Because 3GPP does not define NFV technology, whether the interaction with platform is a part of 3GPP defined functionalities needs to be clearly described.

***END OF 1st  CHANGE ***
***	BEGINNING OF 2nd CHANGE ***

The realistic deployment scenarios are summarized in ETSI NFV-SEC 001 [6], based on which a 3GPP network operator can deploy 3GPP defined functionalities in three modes:
-	Mode 1. A network operator purchases 3GPP VNFs from its a vendors and deploys it on a thirdother vendor(s)’ partyNFVI.
-	Mode 2. A network operator purchases 3GPP VNFs and the virtualization layer (e.g. hypervisor) from its a vendors, and deploys them on a third party vendor’s hardware layer.
-	Mode 3. A network operator purchases and deploys 3GPP VNFs, the virtualization layer and the hardware layer from its a vendors.
Each deployment mode requires the different composition of virtualized network products purchased and deployed by a network operator, which are subject to the testing and evaluation in SECAM scheme. Accordingly, the different compistion of virtualized network products maps to three types of  virtualized network product class as depicted in Figure 1:
-	Type 1:A vendor provides  a virtualilzed network product class containsimplement 3GPP defined functionalities only 
-	Type 2:A vendor implement provides a virtualized network product class contains 3GPP defined functionalities and virtualization layer
-	Type 3: A vendor provides a virtualized network product class contains implement 3GPP defined functionalities, virtualization layer, and hardware layer
[image: ]
Figure 4.1.1-1: Three types of virtualized network product class

Editor’s Note: Detailed description of Type 1 is FFS.
***END OF  2nd  CHANGE ***
***	BEGINNING OF 3rd  CHANGE ***

For type 2 and type 3, the 3GPP defined functionalities, the virtualization layer, and the hardware layer can be decoupled from each other and can be provided by different vendors. It implies that the targets of security assurance evaluation could be the decoupled components of a virtualized network product and the security assurance requirements on the interface(s) between components of  type 2 and type 3 need to be considered in decoupling scenarios.
Editor’s Note: Only the interface(s) is mentioned in the above paragraph, whether the interface(s) is the only object in this study is not clear. If not, other part of description is FFS. If yes, the scope of this study needs to be clarified to reflect this.
[image: ]
Figure 4.1.1-2: Type2 in coupling and decoupling scenarios
[image: ]
Figure 4.1.1-3: Type3 in coupling and decoupling scenarios
Editor’s Note: whether the security assurance requirements on the interface(s) in type 2 coupling scenario and type 3 coupling scenario are in the scope is not clear from the figure.
For type 2 in the decoupling scenarion as depicted in Figure 2, a network operator can purchase the 3GPP defined functionalities and the virtualization layer from the same or different vendors, which are shown as coupling and decoupling scenario respectively  in Figure4.1.1-2 . So, it is required to assure the security of the decoupled 3GPP defined functionalities and the virtualization layer separately. 
Editor’s Note: The logic of the above paragraph is not clear. The main body of the paragraph is about the type2 can be coupled or decoupled. The relationship between the main body and the last sentence is FFS.
Editor’s Note: Whether the interface between 3GPP defined functionalities and Virtualization layer exists in type 2 counpling scenario is FFS. The impact on methodology in type 2 coupling scenario and decoupling scenario is FFS.
For type 3 in the decoupling scenarion as depicted in Figure 3, there are three decoupling ways. Like type 2 in the decoupling scenarion, the security assurance requirements of the decoupled components need to be considered respectively.
Editor’s Note: The difference between type 2 decoupling sceanrio and the (1) of type 3 decoupling sceanrio is FFS, particular on whether they are identitical from the test point of view is not clearly stated.
Editor’s Note: For type 2 and type 3 decoupling scenarios, even if the 3GPP definined functionalites, virtualization layer and the hardwar layer are from different vendors in a virtualized product (either type 2 or type 3), whether this kind product is seemed as a product from a vendor or as a product from different vendors needs to be clarified. If they are seemed as a vendor’s product, then the intension of mentioning type2 and type3 decouple scenario needs to be clarified and more wording maybe needed.
To cover all possible decoupling scenarios, this document suggests that the targets of security assurance evaluation (ToEs) in this study be 3GPP defined functionalities, virtualization layer and hardware layer respectively. The security assurance requirements on the interfaces between components of  type 2 and type 3 are applied in decoupling scenarios.
Editor’s Note: The last sentence does not clealry say whether all ways of type3 are in the scope. If all ways of type 3 in the scope, it means all interfaces between different layers are needed to be tested, then why do we need to define 3 types of product is not clear. So the intention on introducing 3 types is not clear when cosidering how to design test cases.
***END OF CHANGES***
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