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1
Decision/action requested

This contribution proposes to a new solution for TR33.850.
2
References

[1]
TR 23.757 v.1.1.0
3
Rationale

As discussed in the key issue, the security protection between content provider and 5GC is needed. The TLS based solution defined in clause 12 in TS 33.501 can be reused.
4
Detailed proposal

It is proposed to approve the following changes in MBS TR.

***
BEGIN OF 1st CHANGE
***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

 [XX]
3GPP TS 33.501: " Security architecture and procedures for 5G system".
***
END OF 1st CHANGE
***
***
BEGIN OF 2nd CHANGE
***

6.X
Key Issue # X: security protection between content provider and 5GC
6.X.1
Solution overview
The interface between the NEF/MBSF-C/MBSF-U and the content provider used needs to be properly secured by providing confidentiality, integrity and replay protection. Mutual authentication is also needed. TS 33.501 [XX] already defined the security aspects of NEF, which can be reused. 
6.X.2
Solution details
The security aspects defined in clause 12 in TS 33.501[XX] is applicable for both NEF, MBSF-C and MBSF-U. TLS based solution are reused to protect the interface between content provider and 5GC. 
6.X.3
Solution evaluation
The proposed solution fulfils the potential security requirements given in the related key issue. 
***
END OF 2nd CHANGE
***


