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1
Decision/action requested

This contribution proposes to update KI for IAB TR 33.826.
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Rationale

In Rel-17, IAB enhancements support the inter-CU IAB-node Migration, which increases robustness and allows for more refined load-balancing and topology management. The migration of IAB-node also impacts UE connected to migrating IAB-node. The security aspects related to this scenario need to be studied. 
4
Detailed proposal

It is proposed to approve the following changes in IAB TR.

***
BEGIN OF 1st CHANGE
***

5.3.1
Key Issue #3.1: security in inter-CU IAB-node Migration
5.3.1.1
Key issue details
In the exsiting specification, IAB already supports intra-donor migration procedure in the topology adaptation. In addition, inter-CU IAB-node migration is one of objectives of IAB enhancement, which increases robustness and allows for more refined load-balancing and topology management. The following three scenarios are included in the migration:

Scenario 1: migration of IAB-MT. The IAB-MT may reuse the handover procedure to select and move to the target IAB-donor-CU. The target IAB-donor-CU needs to include a new BAP configuration (BAP address, default UL mapping) into the RRC Reconfiguration.
Scenario 2: migration of IAB-DU. IAB-DU needs to connect and establish the F1 interface to target IAB-donor-CU. The security between IAB-DU and target IAB-donor-CU is needed. 
Scenario 3: migration of UEs connected to migrating IAB-node. The link between the migrating IAB-node and the UEs does not change. UEs need to be migrated from the source to the target IAB-donor CU. The security between UEs and target IAB-donor-CU is needed.
5.3.1.2
Security threats
An attacker may inject malicious control plane signalling or replay control plane signalling in the procedure of inter-CU IAB-node migration over the wireless link, which results in the migration failure. The UEs may not be able to access the network or be affected by unexpected delay. The wireless links include the interfaces between the migrating IAB-node and source IAB-donor-CU, the migrating IAB-node and target IAB-donor-CU, the connected UEs and the migrating IAB-node. An attacker may also eavesdrop, inject bogus or replay user plane packets in the wireless links.
5.3.1.3
Potential security requirements
 TBD
***
END OF 1st CHANGE
***


