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1
Decision/action requested

To decide the UL NAS message of which NAS uplink COUNT is used as a freshness parameter in the derivation of the KgNB/KeNB, if the UE provides the network with more than one UL NAS message e.g. message#1 for IDLE to CONNECTED mode transition and message#2 for requesting radio bearer establishment.
2
References

None
3
Rationale

CT1#124-e discussed on use of the correct NAS uplink COUNT in cryptographic protection for radio bearers (C1-203587) and decided not to send LS to SA3 but asked interested company to initiate discussion in SA3.
3.1
Background

TS 33.501 v. 16.2.0 specifies:

6.8.1.2
Key handling at transitions between CM-IDLE and CM-CONNECTED states
6.8.1.2.1 Transition from CM-IDLE to CM-CONNECTED

6.8.1.2.2 Establishment of keys for cryptographically protected radio bearers in 3GPP access

6.8.1.2.3 Establishment of keys for cryptographically protected traffic in non-3GPP access

6.8.1.2.4 Transition from CM-CONNECTED to CM-IDLE

3.2
Scenario 1

The UE sends the message#1 (e.g. REGISTRATION REQUEST or SERVICE REQUEST) establishing NAS signaling connection for a signaling (transition from IDLE to CONNECTED state) and then in the CONNECTED state message#2 (SERVICE REQUEST) to establish radio bearers.
TS 33.501 sc. 6.8.1.2.2 "Establishment of keys for cryptographically protected radio bearers in 3GPP access" specifies:

--------snip---------

6.8.1.2.2
Establishment of keys for cryptographically protected radio bearers in 3GPP access

This sub-clause applies to establishment of keys for cryptographically protected radio bearers in 3GPP access only. 

The procedure the UE uses to establish cryptographic protection for radio bearers is initiated by an NAS Service Request message or Registration Request message with "PDU session(s) to be re-activated" included from the UE to the AMF. The AMF may initiate the procedure to establish cryptographic protection for radio bearers when "PDU session(s) to be re-activated" is not included in the Registration request and but there is pending downlink UP data or pending downlink signalling.
Upon receipt of the NAS message, if the AMF does not require a NAS SMC procedure before initiating the NGAP procedure INITIAL CONTEXT SETUP, the AMF shall derive key KgNB/KeNB as specified in Annex A using the uplink NAS COUNT (see TS 24.501 [35]) corresponding to the NAS message and the KAMF of the current 5G NAS security context. 
The AMF shall communicate the KgNB/KeNB to the serving gNB/ng-eNB in the NGAP procedure INITIAL CONTEXT SETUP. The UE shall derive the KgNB/KeNB from the KAMF of the current 5G NAS security context.

As a result of the NAS Service Request or Registration procedure, with "PDU session(s) to be re-activated" radio bearers are established, and the gNB/ng-eNB sends an AS SMC to the UE. When the UE receives the AS SMC without having received a NAS Security Mode Command, it shall use the NAS uplink COUNT of the NAS message that triggered the AS SMC as freshness parameter in the derivation of the KgNB/KeNB. The KDF as specified in Annex A shall be used for the KgNB/KeNB derivation using the KAMF of the current 5G NAS security context. From the KgNB/KeNB the RRC protection keys and the UP protection keys are derived by the UE and the gNB/ng-eNB as described in sub-clause 6.2.

If the NAS procedure establishing radio bearers contains a primary authentication run (which is optional), the NAS uplink and downlink COUNT for the new KAMF shall be set to the start values (i.e. zero). If the NAS procedure establishing radio bearers contains a NAS SMC (which is optional), the value of the uplink NAS COUNT from the most recent NAS Security Mode Complete shall be used as freshness parameter in the KgNB/KeNB derivation from fresh KAMF of the current 5G NAS security context when executing an AS SMC. The KDF as specified in Annex A shall be used for the KgNB/KeNB derivation also in this case.

--------snap---------

Problem#1: "When the UE receives the AS SMC without having received a NAS Security Mode Command, it shall use the NAS uplink COUNT of the NAS message that triggered the AS SMC as freshness parameter in the derivation of the KgNB/KeNB." can be interpreted two different ways. It can be interpreted as when the UE receives AS SMC, the UE shall use the NAS uplink COUNT of:

a)
the initial NAS message (first SERVICE REQUEST) that triggered transition from IDLE to CONNECTED state as a freshness parameter because 6.8.1.2 specifies Key handling at transitions between CM-IDLE and CM-CONNECTED states; or

b)
the second SERVICE REQUEST (that triggered AS SMC as it requested DBRs) as a freshness parameter.

Question#1: What is the correct interpretation: a) or b) above?

Proposal#1: Despite of the answer to question#1, it needs to be clearly specified in 6.8.1.2.
3.3
Scenario 2

The network can establish radio bearers and start AS SMC even if the UE did not request establishment of radio bearers as specified in TS 33.501 sc. 6.8.1.2.2:

"The AMF may initiate the procedure to establish cryptographic protection for radio bearers when "PDU session(s) to be re-activated" is not included in the Registration request and but there is pending downlink UP data or pending downlink signalling."
Problem#2: If the UE has sent two or more UL NAS messages during the established signaling connection, it is not clear what is the UL NAS message triggering the network to establish radio bearers and corresponding AS SMC.

Question#2: Should the UE use the NAS uplink COUNT of the UL NAS message (i.e. initial NAS message) that triggered transmission from IDLE to CONNECTED state as a freshness parameter in the derivation of the KgNB/KeNB?

Question#3: If answer to question#2 is "No", then how the UE can know what is the correct NAS uplink message and therefore the correct NAS uplink COUNT to be used for derivation of the KgNB/KeNB?
4
Detailed proposal

In both scenarios the UE and the AMF may select different NAS uplink COUNTs as a freshness parameter and further signaling fails.

MediaTek is on the opinion that for the clarity it would be easiest and most rational to copy and use always the NAS uplink COUNT of the UL NAS message that triggered transmission from IDLE to CONNECTED state as a freshness parameter in the derivation of the KgNB/KeNB.
Proposed CR for TS 33.501 can be found in Tdoc S3-202947 (Rel-16).
