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1	Decision/action requested
This paper discusses the LS reply and Solution 29 of SA2 SNPN Study
2	References
[1]	TR 23.700-07: Study on enhanced support of non-public networks 
[2]	S2-2007849: LS on NG-RAN broadcast of Onboarding Network information in the SIB 
3	Rationale
SA2 has sent an LS [2] to SA3, asking for feedback on the SIB information (if any) in TR 23.700-07[1] to allow the UE to discover and select the onboarding SNPN before UE NPN credentials and other information to enable UE to get 3GPP connectivity are provisioned, and whether there are any security implications related to that. 
Solution #5 in TR 23.700-07 [1] proposes for the S-SNPN to advertise an Onboarding Indication if it accepts UE onboarding requests. In this approach, a device wishing to perform UE onboarding can choose any O-SNPN that advertises the Onboarding Indication (if the device has no additional preconfigured information) or any O-SNPN that advertises the Onboarding Indication whose SNPN ID matches a preconfigured information on the UE. 
In addition, Solution #29 in TR 23.700-07 [1] considers broadcasting a temporary network identifier/Network readable Name for Onboarding provisioned in the UE. When UE is switched on, it discovers the onboarding network broadcasting the expected temporary network identifier /network readable name for onboarding value.  The RAN is configured to broadcast the temporary Network Identifier/Network readable name for Onboarding that the UE attempts to discover. Furthermore, the onboarding network can also be provided with a time window and area parameters. The time window and area parameters indicate the time window and the area where the UE is expected to be onboarded. The Onboarding Network can use the information that was provided to determine when and where to broadcast the temporary Network Identifier/Network readable name for Onboarding that the UE will attempt to discover
[bookmark: _Hlk54806861]Solution #29 claims that the benefit of the temporary Network Identifier/Network readable name for Onboarding is that, compared to a network that only broadcasts a single Onboarding Indication, it minimizes the chances that a UE will attempt to onboard with a rogue network.
However, Solution #29 failed to consider a scenario where the rogue network can copy the temporary network identifier/network readable name and replay the temporary network identifier/network readable name enabling UE to join the rogue network.
Solution #29 also claims that configuring the onboarding network during the specific time also benefit and minimize the case where UE joins a rogue network. In this specific scenario, nothing is preventing the rogue network from switching on/off at any specific time, broadcasting the copied network identifier in the SIB.
[bookmark: _Hlk54807033]Observation: Enabling a temporary network identifier/network readable name for Onboarding does not prevent UE from joining a rogue network.
[bookmark: _GoBack]4	Detailed proposal
We propose to send the LS reply in S3-202930 based on the above observation.


