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1	Decision/action requested
[bookmark: _GoBack]This pCR proposes a Key Issue to TR 33.867 for generic collection of user consent for identity and data sharing
2	References
[1]	3GPP SID  SP-200885 on user consent
[2]	
3	Rationale
The network need to collect user identity, service data etc for providing service or enhancing the user experience. These data and identities may be used for analytics, service initiation, optimization etc.
4	Detailed proposal
SA3 is kindly requested to agree to the below pCR to TR 33.867 for Study on obtaining user consent.

*****Start of Change (all text new) *****
[bookmark: _Toc513475447][bookmark: _Toc47518361][bookmark: _Toc48666464][bookmark: _Toc48752400]5.X	Key Issue #X: Generic collection of user consent for identity and sensitive data sharing
[bookmark: _Toc513475448][bookmark: _Toc47518362][bookmark: _Toc48666465][bookmark: _Toc48752401]5.X.1	Key issue details
As part of providing service to a UE, the network may need to store different types of identities and different types of user data in different service instances, primarily for providing better service and enhancing the user experience. The stored identities may be permanent, or sometimes temporary. The permanent identity may be related to subscription information (such as SUPI or IMSI or MSISDN or GPSI) and sometimes may be related to the device (such as PEI). Temporary identities may be at the network level (such as GUTI) or may be at the feature level (such as ProSe UE id or V2X id).
The network for various purposes such as building network analytics, resource and configuration optimization etc. may collect different types of data, which include the above-mentioned network identities. In addition to these identities, it may also collect data related to services invoked by the user, resources consumed, frequency of service invocation, frequency of usage etc. Since these identities are stored in the network along with some other data, such as service type, location, etc., there is a need for the network, to make the user aware that such data is being collected, if the user is willing to allow the sharing of such data for the benefit of better user experience and enhancing better network resource utilization. Since the users actions and resource utilization are monitored it is important for the network to make the user aware of this montoring to avoid any future complaints of privacy violation. 
The network may also expose some of the identities such as GPSI, UE IP address, etc. to third party application servers. These identities along with services consumed could potentially be used for tracking people etc. Hence the user need to be informed if sharing of identities and data happens to third party affiliates outside of the operator network. 
At the RAN level, the RAN may be shared or there may be equivalent PLMNs involved. Sharing of identities and data may be necessary in such situations. But it cannot be assumed that data handling policies are same across different PLMNs. It is important that the user gets a similar and uniform experience across all PLMNs incase of RAN sharing.
At the core network and RAN network level, it may be necessary to identify the subscription along with features, but also device type, version etc. These data get transferred to different network servers sometimes operated and managed by 3rd party entities.
Hence, to preserve the confidentiality and privacy of the user, prior to the data collection, it might be necessary to inform the user and obtain explicit user consent for collecting and using that data. Obtaining such user consent may be needed for different parameters and service data. The privacy laws also vary from country to country, hence while obtaining the user consent, the legal requirements of the country of HPLMN as well as country of VPLMN need to be considered. 
[bookmark: _Toc513475449][bookmark: _Toc47518363][bookmark: _Toc48666466][bookmark: _Toc48752402]5.X.2	Security threats
Storage and exposure of the subscription permanent identity happens in the serving PLMN nodes, this data may be used for tracking the user, thus, breaching the privacy of the user.
Since the service related data, such as type of service, levels of service, mobility patterns, etc. are stored, analysed, shared across multiple nodes in the core network and the RAN, different nodes in the network will have a huge cache of data related to the user. All this data can be analysed and used to determine different characteristics about the user's lifestyle, residence, mobility pattern, etc. Breach of these data will lead to exposure of identity and privacy.
[bookmark: _Toc513475450][bookmark: _Toc47518364][bookmark: _Toc48666467][bookmark: _Toc48752403]5.X.3	Potential security requirements
The following security requirement shall be applicable while collecting consent from the user:
[bookmark: _Hlk52293556]It shall be possible for the network to obtain consent from the user, if the network collects or stores privacy and security sensitive data such as user identities e.g. SUPI, IMSI, MSISDN, UE IP address, etc.
It shall be possible for the network to obtain consent from the user, if the network collects or stores service data related to the features, services, mobility, etc. consumed by the user.
It shall be possible for the network to collect privacy and security sensitive data and retain the data only based on user consent.
It shall be possible for the user to agree, disagree, and revoke the user consent in the HPLMN and/or in a VPLMN for the collection of privacy and security sensitive data.
It shall be possible for the serving network to collect or receive the consent from the user in accordance with the applicable security and privacy laws of the home and visited country and process the data accordingly.
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