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1. Overall Description:

SA3 thanks SA2 for the LS on NG-RAN broadcast of Onboarding Network information in the SIB.

Currently MIB and SIB’s are unprotected because authentication and key agreement needs to be conducted before a security context can be established and the protection enabled. If the information in the SIB is a configuration identifier disclosing whether the SNPN supports onboarding, SA3 don’t see any privacy nor security implications sharing this information in the SIB.
SA3 has recently started a corresponding study, documented in TR 33.857, studying, among other topics, the security impacts of initial access to a SNPN prior to credential provisioning. The study has not concluded yet, hence it’s too early to conclude whether SNPN, UE, mutual or no authentication will be required. SA3 will keep SA2 informed about the conclusions when drafted.
2. Actions:

To SA2

ACTION: 
SA3 would like to kindly ask SA2 to take the above into account and progress their study while SA3 solves the security implications.
3. Date of Next TSG-SA WG3 Meetings:

SA3#101Bis-e
18 - 22 November 2020
e-meeting

SA3#102e
22 February - 5 March 2021
e-meeting

