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1
Decision/action requested

The contribution proposes a resolution to editor notes related to usage of MSK vs. EMSK.
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3
Rationale

In [4] proposals for solutions of KI#1“Credentials owned by an external entity” proposes to use a third-party AAA server to authenticate a subscriber. The solutions propose to use either MSK or EMSK as the root for the key derivation of K_AUSF. This contribution will provide solutions to editor notes added concerning the use of the MSK vs. EMSK.
The rational of the resolution assumes that the solutions shall be EAP compliant and conform to [1],[2]:
According to [1],

“
   Master Session Key (MSK)

      Keying material that is derived between the EAP peer and server

      and exported by the EAP method.  The MSK is at least 64 octets in

      length.

   Extended Master Session Key (EMSK)

      Additional keying material derived between the peer and server

      that is exported by the EAP method.  The EMSK is at least 64

      octets in length and is never shared with a third party.  The EMSK

      MUST be at least as long as the MSK in size.

…

   The EMSK MUST NOT be provided to an entity outside the

   EAP server or peer, nor is it permitted to pass any quantity to an

   entity outside the EAP server or peer from which the EMSK could be

   computed without breaking some cryptographic assumption, such as

   inverting a one-way function.

“

The EMSK is not allowed to be exported to a third party nor outside the EAP server or peer. Additionally, it’s not permitted to export “any quantity” which could disclose the EMSK without breaking any cryptographical assumption. This implies that the EMSK can only be used directly when the AUSF is acting as the EAP server. 
It is still possible to derive keys from EMSK and export those, as long as the key is non-invertible and the scheme in [3] applies.
The derivation flows of respectively the EMSK and MSK is described in [2]: 

“

   EAP-TLS derives exported keying material and parameters as follows:

   Key_Material = TLS-PRF-128(master_secret, "client EAP encryption",

                     client.random || server.random)

   MSK          = Key_Material(0,63)

   EMSK         = Key_Material(64,127)

   IV           = TLS-PRF-64("", "client EAP encryption",

                     client.random || server.random)

   Enc-RECV-Key = MSK(0,31) = Peer to Authenticator Encryption Key

                  (MS-MPPE-Recv-Key in [RFC2548]).  Also known as the

                  PMK in [IEEE-802.11].

   Enc-SEND-Key = MSK(32,63) = Authenticator to Peer Encryption Key

                  (MS-MPPE-Send-Key in [RFC2548])

   RECV-IV      = IV(0,31) = Peer to Authenticator Initialization Vector

   SEND-IV      = IV(32,63) = Authenticator to Peer Initialization

                              Vector

   Session-Id   = 0x0D || client.random || server.random

   Where:

   Key_Material(W,Z) = Octets W through Z inclusive of the key material.

   IV(W,Z)           = Octets W through Z inclusive of the IV.

   MSK(W,Z)          = Octets W through Z inclusive of the MSK.

   EMSK(W,Z)         = Octets W through Z inclusive of the EMSK.

   TLS-PRF-X         = TLS PRF function computed to X octets.

   client.random     = Nonce generated by the TLS client.

   server.random     = Nonce generated by the TLS server.

“
It is clear, that MSK and EMSK have the same cryptographical properties as they are the 64 low and high octets of the same Key_Material, respectively. Please note that the MSK is the key which is exported using the radius protocol. Therefore, there is no difference of using one or the other key with respect to the 5G key hierarchy.  
As a potential alternative to using MSK, [3] describes how to derive keys from the EMSK such that the security property of cryptographical separation is fulfilled. The reason of cryptographical separation is to avoid two independent applications to derive the same key. Therefore, a key label has been introduced as part of the key derivation procedure. The label is assigned by IANA, which ensures global separation of keys, derived from an EMSK between organizations and applications.
In summary, it is proposed to use the MSK to derive the K_AUSF for all cases to comply with [1],[2] .Alternatively, a key label could be requested by IANA to comply with [3] when EMSK is used as the root to obtain global key separation.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [3].
**** START OF CHANGES ****
6.1.2.1
Procedure
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Figure: 6.1.2-1: Primary authentication with external domain

0.
The UE is configured with credentials from the CdP e.g. SUPI containing a network-specific identifier and credentials for any key-generating EAP-method. 

It is further assumed that there exists a trust relation between the AUSF (AAA-IWF) and the AAA. These entities need to be mutually authenticated, and the information transferred on the interface need to be confidentiality, integrity and replay protected. 

1.
The UE selects the SNPN and initiates UE registration in the SNPN. In case no SUPI is provisioned in the UE, the UE creates a SUCI/SUPI based on the CdP-UE ID provided by the CdP and provisioned in the UE.

NOTE 1:
In the case of the UE constructing the SUPI, it is assumed that the SUPI is on NAI format and includes also the CdP ID in the domain part of the NAI, e.g. UEID@CdPID. 


For construction of the SUCI, existing methods in TS 33.501 [2] can be used. If the public key of the SNPN is not provisioned in the UE, null scheme can be used with anonymised SUPI as described in Annex B of TS 33.501 [2]. 


Editor's note: User privacy for key-generating EAP-methods not covered by current procedures in TS 33.501 [2] is FFS.”
2.
The AMF within the SNPN initiates primary authentication for the UE using a Nausf_UEAuthentication_Authenticate service operation with the AUSF as currently specified in TS 33.501 [2]. The AMF selects an AUSF based on the SUCI presented by the UE as specified in TS 23.501 [4].

3.
The AUSF checks with UDM within the SNPN for the authentication method to be executed for the UE using a Nudm_UEAuthentication_Get service operation as currently specified in TS 33.501 [2]. The AUSF selects a UDM also using the SUCI provided by the AMF as specified in TS 23.501 [4]. 

4. 
The UDM resolves the SUCI to the SUPI before checking the authentication method applicable for the UE. The UDM can obtain the common subscription data or individual subscription data based on the SUPI. 

The UDM determines that primary authentication is to be performed, with an external entity based on subscription data or by looking at the realm part of the SUPI in NAI format.

5.
The UDM provides the AUSF with the UE SUPI and the applicable authentication method for the UE. In this case, the UDM indicates to the AUSF to run primary authentication with credentials owned by a certain CdP. The UDM provides the AUSF also with the address of the CdP if required. CdP UE ID is also provided if available in the subscription data. 

6.
Based on the indication from the UDM, the AUSF interacts with the CdP to execute the primary authentication procedure. The AUSF derives the CdP-UE ID from the SUPI unless received from UDM. The AUSF uses a AAA-P/IWF to interact with the CdP. 

7.
The UE executes the applicable authentication method with the CdP.

8.
After successful authentication, the AUSF is provided by the MSK from the AAA. 

9.
The AUSF uses the most significant 256 bits of MSK as the KAUSF. The AUSF also derives KSEAF from the KAUSF as defined in Annex A.6 of 33.501 [2]. 
Editor's note: It is FFS if other input, not known to the external AAA is to be used for input when deriving the KAUSF from MSK.

10. The AUSF sends to the AMF the successful indication together with the SUPI of the UE and the resulting KSEAF, and optionally an indicator that MSK has been used. 

11. The AMF sends the MSK indicator to the UE in a NAS message 

12. The UE decides to derive the KAUSF from MSK instead of EMSK, either based on the indicator received from AMF or by interpretation of the realm part of the NAI that might indicate the use of external CdP. 
Editor's note: It is FFS whether the UE instead of the above can be pre-configured with the information which key derivation method to use.

**** NEXT CHANGES ****
6.4.2.2
SNPN access using third-party owned subscription credentials

When the subscription credentials are owned by a third-party entity, it is assumed that the SNPN trusts the third-party to store and process the subscription credentials used for primary authentication. Two architecture variants are considered depending on the authentication method used, i.e., EAP-based authentication method (EAP-AKA’ or another EAP authentication method) or 5G AKA. 

Variant 1: EAP-based authentication framework:

In this variant, in order to isolate SNPN from the third-party network, a proxy AUSF (denoted as AUSF* here onwards) is introduced in the SNPN network. AUSF* supports N12 interface towards the AMF. The AUSF* also interfaces with the third-party using the N12* interface.

The EAP based 5GS primary authentication is performed between the UE and the AAA server in the third-party network. The AAA server can be either 5GS aware AAA (i.e., a AAA server that implements the necessary functions (e.g., AUSF/UDM/ARPF/SIDF for successful 5GS authentication, including providing of KSEAF to the SNPN after successful authentication) or a non-5GS aware AAA (e.g., a legacy AAA that supports a key generating EAP authentication method but does not support 5GS specific functions). 

The figure below illustrates the EAP-based authentication framework.
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Figure 6.4.2.2-1: EAP based 5G authentication framework for SNPN access

In case the AAA server is 5GS aware, then the N12* can be the same as the N12 interface with AUSF* providing a AAA proxy functionality for security isolation between the SNPN and the third-party network.

In case the AAA server is non-5GS aware (i.e., legacy AAA server), after successful EAP authentication, the AAA can only provide the MSK to the AUSF*. Furthermore, the AUSF* derives the KSEAF from the received MSK (treating it as the KAUSF). The N12* interface is a standard AAA/EAP interface.


Variant 2: 5G AKA based authentication framework:

In this variant, the AUSF* is located in the SNPN and the rest of the necessary 5GS authentication functions (i.e., AUSF/UDM/ARPF/SIDF) resides in the 3rd party network. AUSF* is a N12 proxy and provides the necessary isolation between the SNPN and the third-party network. The figure below illustrates the 5G AKA based authentication framework.
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Figure 6.4.2.2-2: 5G AKA based authentication framework for SNPN access

**** NEXT CHANGES ****
6.5.2
Solution details

Figure 6.5.2-1: Network Access Authentication

1. 
The UE sends the Registration Request message to the SEAF, containing UE ID. 

2.
The SEAF sends Nausf_UEAuthentication_Authenticate Request message to AUSF. The message includes the UE ID.

3.
The AUSF invokes external primary authentication service provided by PAF. The AUSF sends SBI message containing AAA address and EAP trigger (e.g. EAP-TLS start) message. The AUSF derives AAA address according to UE ID.

4.
The PAF finds AAA according to AAA address, translates SBI message to AAA protocol, and sends the EAP trigger message to the AAA. The EAP trigger message can be EAP-start message to trigger AAA for EAP authentication.

5.
The AAA triggers EAP authentication based on EAP trigger message, and plays as authentication server role. PAF, AUSF, and SEAF transparent the EAP messages exchanged between UE and AAA. 

6.
If the authentication successes, the AAA derives MSK and EMSK, the AAA sends EAP success message and MSK with AAA protocol to the PAF.

7.
The PAF sends EAP success message and MSK via SBI to the AUSF.
8.
The AUSF derives KAUSF according to MSK.
9.
The AUSF calculates KSEAF from KAUSF. 

10.
The AUSF sends the Nausf_UEAuthentication_Authenticate message to the SEAF, the message includes EAP success message together with the derived KSEAF.

11.
The SEAF sends Authentication Request message to the UE, the authentication procedure is finished. The message includes EAP success message, ngKSI and ABBA parameter. The SEAF derives the KAMF according the KSEAF.

12.
Upon receiving the EAP-Success message, the UE derives MSK and EMSK and uses the MSK to derive the KAUSF, and then derives KSEAF according to KAUSF. The UE derives the KAMF from the KSEAF. The KAMF will be used to enable NAS and AS security.


Editor’s Note: It needs to be clarified whether and how SUPI concealment can be used.

Editor’s Note: It needs to be clarified how the UE knows that the K_AUSF is derived from the MSK instead of the EMSK."
****** END OF CHANGES ****
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