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1
Decision/action requested

3GPP SA3 is asked to consider a threat and its mitigation about unprotected IMS communication for related work.
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3
Rationale

This contribution shares information about a security vulnerability of 3GPP system reported by 5G Security Forum of South Korea. Attached paper [2] has further technical details.
3GPP TS.33.203 [1], specifies confidentiality protection of IMS as a local policy rather than mandatory requirements (see clause 6.2 of TS 33.203). Accordingly, IPSec security association between P-CSCF and UEs (Gm interface) may be not established. This allows attackers to leak mobile communication traffic from the UE, when confidentiality protection of AS layer is not activated between the base station and UE, because it is not mandatory requirement as well. According to the testing results, even if service providers operate their service to use IPSec encryption, it is possible to turn off the IPSec security associations from the UE side (assuming the UE is infected by malicious code) depending on the policy of service providers.

4
Detailed proposal

We suggest that the confidentiality and integrity protection of Gm interface should be mandatory. For that, related requirements need to be improved, for example, clause 6.2 of TS 33.203, if it applies to Gm interface. 

This suggestion is a result of the research project related to 5G Core Network Security by Korean Internet & Security Agency (KISA).
