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1
Decision/action requested

3GPP SA3 is asked to consider a threat and its mitigation about unprotected RRC messages for related work
2
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Rationale

This contribution shares information about a security vulnerability of 3GPP system reported by 5G Security Forum of South Korea. Attached paper [2] has further technical details.
An attacker can obtain temporary identification (GUTI, TMSI) of a user equipment from RRC Connection Request messages sent in plaintext and prevent a legitimate UE from accessing the network by tampering with the message to the base station.

According to 3GPP TS.33.401 [1], because there is no integrity protection for the messages exchanged, the attacker can try to re-establish an RRC connection with a targeting temporary identification continuously and victim UE may lose its connection to the network.
4
Detailed proposal

We suggest that a base station would not disconnect the RRC connection of a UE even if it receives a message with the temporary identifier of the connected UE. Notice that the same temporary identifier is not received except in this case, and the base station has no burden because the RRC connection by attacker will be cut off in a very short time – approximately 60ms according to the testing results.

This suggestion is a result of the research project related to 5G Core Network Security by Korea Internet & Security Agency (KISA) and Korea Advanced Institute of Science and Technology (KAIST). 
