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ITU-T Study Group 17 thanks you for your continuous collaboration with Q6/17. We would like to share our new activity on IoT security.
In the meeting (Virtual, 24 August -3 September 2020), we adopted a new work item on ‘Security methodology for zero-touch massive IoT deployment’. This item will study the following aspects on enabling zero-touch deployment of massive IoT (mIoT):

•	Decentralized Identity Management
•	mIoT Zero-touch Deployment Platform Architecture 
•	Security Concerns for mIoT Zero-touch Deployment
•	Personal Identifiable Information Protection 
This work item focuses on how IoT devices can automatically know who their owners are, which mobile network operators their owners had chosen, to which service providers their owners had subscripted services, and then automatically get access credentials from them based on the distributed ledger technology (DLT) or blockchain technology. 
ITU-T SG17 is looking forward to hearing from you and to further collaboration.
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	Question:
	6/17
	Proposed new ITU-T Recommendation
	Virtual, 24 Aug. – 3 Sep. 2020

	Reference and title:
	ITU-T X. ztd-iot "Security methodology for zero-touch massive IoT deployment"

	Base text:
	
	Timing:
	2022-09

	Scope (defines the intent or object of the Recommendation and the aspects covered, thereby indicating the limits of its applicability):

	The scope of this recommendation will focus on the security methodology and related security designs for realizing zero-touch deployment of future massive IoT. To be specific, this recommendation will cover the security architecture, the security considerations and personally identifiable information protection, and the related security procedures (such as device attestations, authentication, and credential provisioning) which are needed for building such a zero-touch mIoT deployment platform.

	Summary (provides a brief overview of the purpose and contents of the Recommendation, thus permitting readers to judge its usefulness for their work):

	Massive Internet of Things (mIoT) is one significant application of future communication networks.  With diverse use cases anticipated in mIoT, it is difficult for manufactures to pre-install their manufactured IoT devices with the mobile operator specific and/or the service specific information (e.g., identities and keys), since manufactures may not know where their devices will eventually be deployed and activated. The current approach relies on customers’ manual configuration. This is acceptable for small-scale IoT applications. However, for massive number of IoT devices, the aforementioned approach is unacceptable due to the fact that manually configuration is time-consuming, cost-ineffective, and cumbersome. Thus, automatic credential provisioning without users’ involvement known as the “zero-touch” is compulsorily needed for mIoT. 
However, the secure provisioning of credential to a never-met device without external help is impossible. It is widely believed that the initial connections between devices and the MNO/service provider are insecure until key distribution is complete. When there is an external third party, there may exist in a lot of security issues. The external third party may launch man-in-the-middle attack to obtain useful information. The external third may intercept the credentials and resell/reuse the credentials. Thus, to deal with these issues, the zero-touch platform has to be designed using the secure-by-design principle. Secure architecture, mutual authentication, device attestation, secure credential provisioning, and identity protection protocols must be carefully designed.  
The recommendation is to provide a security methodology on designing such a decentralized identity management system to support zero-touch deployment of future massive IoT. The built zero-touch deployment will enable IoT devices to automatically find their mobile network operator and their service provider, automatically obtain credentials from them, and automatically connect to the network and the service. This will greatly facilitate the future deployment of massive number of IoT devices for verticals. The content of this recommendation will cover the security architecture, the security considerations, and the related security procedures (such as device attestations, authentication, and credential provisioning) which are needed for building such a zero-touch mIoT deployment platform.

	Relations to ITU-T Recommendations or to other standards (approved or under development):

	X.dlt-sec: Security considerations for using distributed ledger technology data in identity management.

	Liaisons with other study groups or with other standards bodies:

	W3C, 3GPP, IETF, ETSI, GSMA
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