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1. Background
ITU-T sent the liaison SG17-LS273 to ETSI SAGE as well as to all the other groups copied on this reply LS.  It proposed a new work item on “Physical layer assisted lightweight AKA (PL-AKA) protocol for the Internet of things”, and invited comments.
In this reply, SAGE provides a few comments.

2. Comments
2.1 On the motivation for the PL-AKA scheme
The following justification is provided in section 6 of the proposal for why traditional cryptographic authentication may not always be appropriate, and why PL-AKA may therefore fill a need:
“First, public key management is difficult in massive IoT environments. Second, the process of a shared key exchange can be exposed in some scenarios. Third, if the computational abilities of eavesdroppers exceed a certain level (e.g., use a quantum computer), the encryption key which relies on computational complexity can be estimated. Forth, the cryptography-based authentication is inefficient in terms of network traffic, complexity, and power consumption in some scenarios of supporting large-scale IoT devices in the future.”
We feel that these claims need further justification:
· Regarding the first and second arguments: section 7.3 of the proposal suggests that the PL-AKA mechanism might often be used in conjunction with a traditional cryptographic authentication mechanism, rather than instead.  In that case, all the challenges of cryptographic key distribution are still present.  (See also our comment in section 2.2 below.)
· Regarding the third argument: if the attacker has access to a sufficiently large quantum computer, then indeed they may be able to break some (not all) cryptographic algorithms.  But can you be confident that they would not also be able to break the PL-AKA scheme?  Also note that protection against quantum computer attack needs to cover all aspects of the security protocols, not just the initial authentication and key agreement.
· Regarding the fourth argument: do you have reason to believe that the PL-AKA scheme will consume fewer resources than a cryptographic authentication scheme?  There is no assessment of resource consumption in the proposal.  It is for instance immediately clear that the PL-AKA protocol requires more round trips over the radio interface than the current AKA protocol; and radio transmission is, according to available studies, at least one order of magnitude more energy consuming than local computation.  For constrained (battery operated) devices, it is not clear that PL-AKA actually provides savings.
· Finally, the current 4G and 5G architectures have found it necessary to locate the entity in charge of network access authorization (based on successful authentication) in the core network (the MME and AMF), rather than in the radio access network.  That is, the agreed 3GPP trust model does not allow initial access authorization to be dependent only on radio access nodes.  There is even a separate security association between the device and the MME/AMF to protect critical core network (non-access stratum) signalling.  In SAGE's understanding, authorization following PL-AKA authentication will by necessity depend on physical layer information that is only known at (or can only be provided by) a radio access node.  Therefore, SAGE finds it hard to see use cases where PL-AKA alone would provide sufficient assurance.
2.2 On the value provided by the PL-AKA scheme
Section 7.3 of the proposal suggests that the PL-AKA mechanism might often be used in conjunction with a traditional cryptographic authentication mechanism, rather than instead.  The idea is that the PL-AKA authentication is run first; if that fails to provide a definitive answer, then cryptographic authentication will be used instead.  However, if a traditional cryptographic authentication mechanism is available anyway, we cannot see what additional value is provided by the PL-AKA mechanism – it seems more robust to use the cryptographic mechanism all the time.
2.3 On the security of the PL-AKA scheme
The proposal, as it stands, appears to contain no evaluation of the security of the PL-AKA scheme, i.e. how hard would be for an attacker to determine the PHY characteristics of a device’s channel, and how hard it would be for an attacker to recreate / simulate a channel with the same PHY characteristics.

3. Conclusion
We hope that ITU-T SG17 finds these comments useful in determining whether / how to proceed with this work item. 





