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In these notes we provide a brief discussion on how a cryptanalysis of the AES block cipher [20]
may affect the security of the SNOW-V stream cipher [12]. This is an addendum to our report
“A Security Evaluation of the SNOW-V Stream Cipher” [8] from June 2020.

1 Introduction

SNOW-V is a stream cipher recently proposed by Ekdahl et al. [12]. The cipher, the latest
member of the SNOW family of stream ciphers, follows the same design principles of its prede-
cessors SNOW, SNOW 2.0 and the 3GPP standard stream cipher SNOW 3G [10, 11, 22], but
introduces changes that make it more suitable for high-speed encryption in virtualised environ-
ments. The target application of the new design is to provide confidentiality and integrity for
5G communications.

SNOW-V is built around two main components: a Linear Feedback Shift Register (LFSR)
and a non-linear Finite State Machine (FSM). The cipher features a large secret state, with 896
bits, and outputs 128 bits at each clocking. SNOW-V takes 256-bit keys and 128-bit initialisation
vectors, and the design aims to provide full security, i.e. there should be no attack that recovers
the secret key with work effort significantly lower than 2256 operations. In the report [8], we
provided a security assessment of the SNOW-V stream cipher.

SNOW-V’s FSM is the cipher’s non-linear component, and consists of three 128-bit registers
that are updated non-linearly based on the AES round function, and a combination of integer
addition modulo 232 and XOR operations. We understand that SNOW-V is being considered
as a candidate cipher for inclusion in the 5G portfolio of encryption algorithms. This portfolio is
also likely to include the AES-CTR encryption algorithm. A common practice in the standardi-
sation of cryptographic algorithms is that the selected algorithms exhibit complementary design
features; in particular that the chances that new cryptanalytic techniques apply to all portfolio
ciphers is small. Whilst SNOW-V and AES-CTR are very distinct encryption algorithms – the
former is a dedicated stream cipher, the latter is a block cipher used in the counter mode of
operation – the fact that both algorithms rely on the AES round function could be in principle
a cause of concern. We considered this issue during our security assessment of SNOW-V, as
described in [8], but the designers requested a more detailed discussion on whether, and how, a
cryptanalysis of the AES may potentially affect the security of the SNOW-V. We provide this
discussion in these notes, as an addendum to [8].

In the next section we describe the AES block cipher, followed by a brief overview of the
main cryptanalytic techniques applying to the cipher. In Section 3 we provide our thoughts on
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whether and how these techniques may be extended to SNOW-V. We close with our conclusions
in Section 4.

2 The AES Block Cipher

The AES is a byte-oriented, key-alternating block cipher featuring the SPN structure, with simple
round operations iterated for a number of rounds. AES operates on 128-bit blocks under n-bit
keys, for n = 128, 192 and 256. Each round of AES consists of the following operations [20]:

- a non-linear layer operation SubBytes, which transforms each of the 16 individual bytes
of the cipher state using a non-linear 8-bit S-Box, applied in parallel. The AES S-Box is
based on the inversion operation in a finite field, and features optimal known differential
and linearity properties for 8-bit S-Boxes.

- a linear diffusion layer consisting of the composition of linear transformations ShiftRows

and MixColumns. The AES linear layer is based on MDS matrix multiplications, and
provides well-understood security guarantees for the cipher against differential and linear
cryptanalysis.

- a round key addition operation AddRoundKey, which injects secret information into the
cipher state by the means of XOR by round subkeys; these subkeys are generated from the
n-bit secret key via a non-linear key schedule.

After an initial key whitening operation AddRoundKey, the cipher iterates the round operations
above for 10, 12 and 14 rounds1 for the AES-128, AES-192 and AES-256 versions, respectively.

The AES was adopted as a NIST standard in 2001 [20]. It also features as one of the
standardised options of encryption algorithm for mobile communications (used in CTR mode)
since the publication of the LTE standard in 2008 [1]. Due to its excellent profile in both hardware
and software, and its strong and well-understood security properties, the AES is today the de
facto world standard for a block cipher.

AES components are also prominently featured in other cryptographic algorithms. The S-
Box S, which presents optimal known security properties for 8-bit S-Boxes, is for example used
in SNOW 2.0 (together with the MixColumn transformation) to define the cipher’s FSM 32-bit
substitution operation, whilst one of the S-Boxes used in the ZUC stream cipher [23] is affine
equivalent to S. More recently, due to the growing support of modern CPUs to AES instruction
sets (e.g. AES-NI [16]), which improve both performance and resistance to side-channel attacks,
a number of cryptographic algorithms have opted to use full AES rounds in their designs. This is
case of SNOW-V, as well as a number of candidates in the CAESAR Authenticated Encryption
competition [6], for example AEGIS, Deoxys, AEZ, Tiaoxin (the first two having been selected
for the final CAESAR portfolio).

2.1 Cryptanalysis of AES

In the past two decades, the AES has attracted considerable attention from the cryptographic
community, and its security has been thoroughly investigated. A comprehensive survey of the
cryptanalysis of the AES is evidently out of scope of these notes. Instead we provide a brief
overview of the main techniques applied in the (publicly available) cryptanalysis of AES, and
later discuss how applicable they may be against SNOW-V.

1The last round for each of the versions is slightly modified, and does not include the MixColumn transformation.
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In the single-key model, a typical method for the cryptanalysis of iterated block ciphers is
one in which the attacker attempts to construct a distinguisher for a reduced-round version of
the cipher. This can often be then extended to a key-recovery attack against the block cipher
with a further 2-3 rounds. In the majority of cases these distinguishers require chosen plaintexts
as input (e.g. as in differential and higher-order differential cryptanalysis); in others it can be
used with known plaintexts (e.g. linear cryptanalysis).

The AES has been designed to be resistant against traditional differential and linear crypt-
analysis, and while there have been attacks proposed that exploit the differential properties of
AES [19, 4], the most effective class of attacks against the AES (in the single-key model) has
been the so-called multiset cryptanalysis. In these attacks a structure of chosen plaintexts of
(typically) large size, satisfying a particular property P, is encrypted resulting in an output
(multi-)set after a number of rounds satisfying a property C with non-negligible probability.
Examples of such attacks against (reduced-round) AES include the original Square attack by
Knudsen, and follow-up improvements [13], as well as more recent attacks by Grassi et al. [14],
which are based on the so-called multiple-of-8 property, and its improved version by Bar-On et
al. [2]. The notable feature of these attacks is: they require a large set of chosen plaintexts to
construct a distinguisher for a reduced-round version of the AES. They have been used to mount
key-recovery attacks against versions of AES with 5-7 rounds.

Another class of attacks uses Meet-In-The-Middle (MITM) techniques, which may exploit
features of the cipher’s round function and key schedule, and be used to recover the secret key.
As proposed against the AES, MITM attacks are also chosen plaintext, with typically low data
complexity, but with very high memory requirements. MITM attacks have been used to attack
up to 8 rounds of AES-192 and AES-256 [9]. A related technique – the biclique attack [3] – is
able to attack full-round AES with time complexity marginally below exhaustive key search.

Other attacks considered against AES in the single-key model include the yoyo attack, a
generic adaptive chosen plaintext/ciphertext attack against SPN-based ciphers which can be
used to attack 5 rounds of AES [21], and algebraic attacks, which are known-plaintext attacks.
Both forms of attack have low data complexity (one known plaintext/ciphertext pair in the case
of algebraic), but the latter considered infeasible against the AES [7].

In the related-key model an attacker is also able to perform the encryption using a key which
has a known/chosen relation to the secret key. Related-key cryptanalysis has been particularly
effective against the AES, by exploiting the limited non-linearity of its key schedule. There have
been efficient related-key attacks proposed against AES-192 and AES-256 [5]. These attacks
are however considered of limited practical relevance, particularly when the AES is used for
encryption.

The security of the AES has also been considered under the known-key model. In this form
of cryptanalysis, originally introduced by Knudsen and Rijmen [18], the assumption is that an
attacker has knowledge of the encryption key, and the goal is to identify structural properties of
the cipher which allows one to efficiently distinguish the block cipher encryption under this key
from a randomly generated permutation. This form of analysis may be of relevance when the
block cipher is not used for direct encryption but rather, e.g. to define a permutation used in
a sponge-based construction. Known-key distinguishers for up to 12 rounds of AES are shown
in [15].

Finally a highly successful and practical form of attack against AES is side-channel cryptanal-
ysis, in particular when exploiting LUT-based implementations of the S-Box in software (which
may be vulnerable to timing attacks) and un-masked implementations in hardware (which may
be vulnerable to differential power analysis attacks).
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3 Are Attacks against AES likely to affect SNOW-V?

Following our brief overview of the main forms of cryptanalysis against the AES block cipher, in
this section we provide our thoughts on whether attacks against AES may pose a threat to the
security of SNOW-V.

Recall that SNOW-V’s Finite State Machine (FSM), which is the source of non-linearity to
the cipher operation, consists of three 128-bit registers that are updated based on two calls to
the AES round function (with the round key set to the all zero string), and a combination of
integer addition modulo 232 and XOR operations (Figure 1). The FSM receives input from the
LFSRs, and is also used to produce the cipher’s keystream output.

Figure 1: The SNOW-V Finite State Machine (from [12])

Our first remark is that the primary purpose of the two AES-round calls is to make use of its
properties to combine non-linearly the FSM state and inputs, and to spread input bits efficiently
within the FSM registers and the cipher output keystream word. Moreover, the operation differs
from a 2-round AES in that it also uses modular integer addition and the byte permutation σ.
This is in contrast to, say, the AEZ Authenticated Encryption algorithm [17], which uses 4-round
AES as round function in a Feistel-network, and thus relies on the properties of AES4 for its
provable security arguments. SNOW-V does not directly use 2-round AES in its construction,
and it is not clear to us how one may exploit the obvious structural properties of AES2 to
compromise the security properties and goals of its Finite State Machine.

More importantly, as discussed in Section 2.1, the conditions required for carrying out the
most effective forms of cryptanalysis of AES are that the attacker has access to an oracle, to which
they can send a large number of chosen plaintext queries, and receive the corresponding ciphertext
output. This is however a highly unrealistic scenario for the way the AES round function is used
in SNOW-V. The input to the AES round function calls are influenced by pseudo-random state
of the LFSRs, which the attacker is not free to choose, under the reasonable assumption that
the cipher’s initialisation process behaves like a pseudo-random mapping; equally, the attacker
is not able to choose the observable output. Most of the recent progress in the cryptanalysis of
the AES has been based on multiset distinguishers. However we do not believe that this form of
attack translates into a cryptanalysis of SNOW-V.

In our view, the most natural approach to assess how the security of SNOW-V may be
affected by its use of AES components is instead to consider its linear and algebraic proper-
ties. We have indeed followed this track in our assessment in [8]: in Section 3 of our report, we
supplemented the arguments in [12] about correlation attacks, and by considering linear approx-
imations of the S-Box, we concluded that it is indeed very unlikely that such an attack can be
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mounted on SNOW-V. In Section 4 we discussed an algebraic attack against SNOW-V, which
attempted to solve a system of equations arising from the AES round operations in the cipher’s
FSM, and concluded that this form of attack does not pose a threat to the security of SNOW-V.
Moreover, we believe that the linearity and algebraic properties of the AES are well understood,
and thus do not expect any significant progress on new linear/algebraic cryptanalytic techniques
against the AES, in particular one that may have an effect to SNOW-V.

We have also discussed side-channel attacks in [8], and believe protective measures can be put
in place to protect implementations of SNOW-V from new and existing side-channel attacks
that affect the AES round operation. Finally, although related-key attacks have been effective
against the AES, the technique does not pose a threat to the way the AES round function is
used in SNOW-V.

4 Conclusions

In this addendum to our report [8], we focused on the question of whether, and how, a cryptanal-
ysis of AES may pose a threat to the security of SNOW-V. The motivation for our discussion is
the fact that SNOW-V uses the AES round operation as part of its Finite State Machine, leading
to a reasonable concern that a cryptanalytic technique against AES may potentially translate
into an attack against SNOW-V.

We provided a brief survey on the main forms of cryptanalysis against AES, and conclude
that the conditions required to mount such attacks (e.g. large chosen input sets) are not realistic
in the cryptanalysis of SNOW-V. What in our view is the natural route for such an analysis
– to analyse the linear and algebraic properties of the AES components in SNOW-V – had
already been considered in our report [8], where we concluded that it was very unlikely that such
cryptanalysis can be successfully applied to SNOW-V.

We note that the AES round function is used in a very different manner in SNOW-V to
its use in the AES block cipher. In fact the particular construction in the FSM, combining
AES-round operations, byte permutation, and the modular addition and XOR operations, to
produce 128 bits of output at each clocking, could well provide new avenues of analysis that are
completely unrelated to the AES – this demonstrates the importance of a continuing assessment
of SNOW-V, of the kind found in our report and in the designers’ original proposal [12]. We
obviously do not wish to speculate on future cryptanalysis of AES, but based on recent progress
in this area – mainly improvements in multiset attacks – we believe that it is very unlikely
that existing and future cryptanalysis of the AES block cipher may affect the security of the
SNOW-V stream cipher.
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