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1. Overall Description:
SA3-LI has noted that the AKMA work (TS 33.535) is progressing in SA3 and see the need to point out and clarify regulatory LI requirements that affects AKMA.
AKMA, like the 3G/4G counterpart GBA (TS 33.220), derives security keys from the USIM application that in most cases can be used for encryption across the VPLMN, by creating an encrypted tunnel between the ME and a point outside the VPLMN, e.g. a point in the HPLMN or at an external OTT service provider. In both of these cases, without further technical means in place, it prevents LI to take place in the VPLMN as required. For encryption which the MNO has been involved in establishing, there is an LI requirement to provide either decrypted traffic or the means for law enforcement to decrypt the traffic. This requirement applies to mechanisms such as AKMA, where the MNO is involved in establishing and distributing key material for encryption.  Furthermore, when roaming, LI needs to be possible to perform independently in each of the involved jurisdictions. In particular, activation of LI in the VPLMN needs to be carried out without explicit support from the HPLMN (it would otherwise leak information that the inbound roamer is LI target in the VPLMN).
The prior AKMA technical study item (TR 33.835) contained a "Key Issue #10" regarding regulatory requirements which is not addressed in the current version of TS 33.535.  Concretely, SA3-LI wishes to draw SA3's attention to the following requirement from TS 33.126:

R6.4 – 175  
CSP provided cryptographic parameters in roaming – When a home CSP’s subscriber is roaming, independently of whether or not the subscriber is an LI Target in the VPLMN, the home CSP shall provide to the visited CSP the means to decrypt user services which are encrypted between the ME and an entity outside the visited CSP and using cryptographic parameters established in the home CSP.
The requirement in general applies to user services provided by the operator and not subscription management or authentication provided by or implemented in the UICC. Therefore, provided the UICC (eSIM / USIM) is not used for direct user services (e.g messaging), then SIM OTA and similar mechanisms are considered to be out of scope.

There are a number of current solutions, defined in 3GPP and elsewhere, that currently require that encryption (or the entire service) is simply disabled to meet requirements during roaming (e.g. S8HR, BEST). SA3-LI believes this situation to be non-optimal. 

2. Actions:

To SA3
ACTION: 
SA3-LI kindly requests SA3 to take the above information into account, ensuring that the AKMA solution, when used, complies with regulatory requirements.  SA3-LI also invites to a dialogue on the way forward to divide responsibility between SA3 and SA3-LI in developing the necessary LI support. 
ACTION:
SA3-LI kindly asks SA3 to develop a logical network function that can be included within service function chains (both in the HPLMN and VPLMN) to support LI access to communications while allowing encryption to be maintained except at that function.
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