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Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:

shall

indicates a mandatory requirement to do something

shall not
indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should

indicates a recommendation to do something

should not
indicates a recommendation not to do something

may

indicates permission to do something

need not
indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can

indicates that something is possible
cannot

indicates that something is impossible

The constructions "can" and "cannot" are not substitutes for "may" and "need not".

will

indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document

will not

indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document

might
indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document

might not
indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document

In addition:

is
(or any other verb in the indicative mood) indicates a statement of fact

is not
(or any other negative verb in the indicative mood) indicates a statement of fact

The constructions "is" and "is not" do not indicate requirements.
1
Scope

The present document contains objectives, requirements and test cases that are specific to the IMS network product classes. It refers to the Catalogue of General Security Assurance Requirements and formulates specific adaptions of the requirements and test cases given there, as well as specifying requirements and test cases unique to the IMS network product classes.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".

[3]
3GPP TR 33.203: "3G security; Access security for IP-based services".

[4]
3GPP TR 33.328: "IP Multimedia Subsystem (IMS) media plane security"

3
Definitions of terms, symbols and abbreviations
Editor’s Note: This clause contains the definition of terms, symbols and abbreviation of the study.
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ABBREVIATION>
<Expansion>

4
IMS-specific security requirements and related test cases
Editor’s Note: Titles and Numberings of sub clauses could be adjusted according to the content.
4.1
Introduction
IMS specific security requirements include both requirements derived from IMS-specific security functional requirements in relevant specifications as well as security requirements introduced in the present document derived from the threats specific to IMS network product classes as described in TR 33.926 [1].
4.2
IMS-specific adaptations of security functional requirements and related test cases
4.2.1
Introduction
The present clause describes the security functional requirements and the corresponding test cases for IMS network product classes. The proposed security requirements are classified in two groups: 

-
Security functional requirements derived from TS 33.203 [2] and TS 33.328 [3], and detailed in clause 4.2.2.

-
General security functional requirements which include requirements not already addressed in TS 33.203 [2] and TS 33.328 [3] but whose support is also important to ensure that IMS network products conforms to a common security baseline detailed in clause 4.2.3.
4.2.2
Security functional requirements on the IMS product classes deriving from 3GPP specifications and related test cases

Editor’s Note: This clause will define the specific security functional requirements on the IMS network functions (e.g. CSCF, ATCF, ATGW, HSS, I-BCF, MRFC and MRFP) deriving from 3GPP specifications and related test cases.

4.2.2.1
Introduction
The security functional requirements and the related test cases specific for IMS products are described in this clause.
4.2.2.2
Security functional requirements on the S-CSCF deriving from 3GPP specifications and related test cases

4.2.2.2.1
No de-registration during the authentication
Requirement Name: No de-registration during the authentication 
Requirement Reference: TS 33.203 [3], clause 6.1.1

Requirement Description: 

"It should be noted that the UE initiated re-registration opens up a potential denial-of-service attack. That is, an attacker could try to register an already registered IMPU and respond with an incorrect authentication response in order to make the HN de-register the IMPU. For this reason a subscriber, when registered, shall not be de-registered if it fails an authentication. 
" 

as specified in TS 33.203 [3], clause 6.1.1.

Threat References: TBD

Test case: 
Test Name: TC_ NO_DE-REGISTRATION_AUTH_FAIL
Purpose:

Verify the S-CSCF shall not de-register the registered UE when it fails an authentication during re-registration. 

Procedure and execution steps:

Pre-Conditions:

-
S-CSCF under test is connected in simulated/real network environment including P-CSCF and HSS.

-
The UE supporting IMS AKA has already been registered into the IMS network.

-
The tester shall have access to the Mw interface between the P-CSCF and S-CSCF.

-
The tester shall have access to the Cx interface between the HSS and S-CSCF.

Execution Steps 
1)  During a new IMS AKA procedure in the UE ininited re-registration scenario, the tester sends a SM7 register message including the IMPI, and an incorrect authentication response.

2) The S-CSCF under test retrieves the active XRES for that user and uses this to check the received authentication response 

Expected Results:

The S-CSCF sends sends a 4xx Auth_Failure towards the UE indicating that authentication has failed. 

The S-CSCF does not initiate de-registration procedure within the Registration expiration interval defined in TS 24.229 [YY], i.e. send either Cx-Put (Public User Identity, Private User Identity, clear S‑CSCF name) or Cx-Put (Public User Identity, Private User Identity, keep S‑CSCF name) to the HSS. Or, the IMPU status in the HSS is registered within the Registration expiration interval defined in TS 24.229 [YY]. 

Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. 

Save the logs and the communication flow in a .pcap file.
4.2.2.2.2
Unprotected register message
Requirement Name: Unprotected register message
Requirement Reference: TS 33.203 [3], clause 7.4.0

Requirement Description: 

"If the UE has an already active pair of security associations, then it shall use this to protect the REGISTER message. If the S‑CSCF is notified by the P‑CSCF that the REGISTER message from the UE was integrity-protected it may decide not to authenticate the user by means of the AKA protocol. However, the UE may send unprotected REGISTER messages at any time. In this case, the S‑CSCF shall authenticate the user by means of the AKA protocol. " 

as specified in TS 33.203 [3], clause 7.4.0.

Threat References: TBD

Test case: 
Test Name: TC_UNPROTECTED_REGISTER_MESSAGE
Purpose:

Verify whether the S‑CSCF authenticates the user by means of the AKA protocol, if the UE sends unprotected REGISTER messages, regardless whether the UE is already registered or not.

Procedure and execution steps:

Pre-Conditions:

-
S-CSCF network product are connected in simulated/real network environment.

-
The list of ordered integrity and encryption algorithms are configured on the P-CSCF under test.
-
The UE and the P-CSCF are simulated.

-
The UE supports a list of ordered integrity and encryption algorithms.
-
The tester has access to the Gm interface between the UE and P-CSCF.

-
The tester has access to the Mw interface between the P-CSCF and S-CSCF.

-
The UE has an already active pair of security associations.

Execution Steps 

This test is performed in the Authenticated re-registration procedure, the UE has an already active pair of security associations.
1) The UE sends unprotected REGISTER messages (SM1) to the P-CSCF.

2) The P-CSCF sends unprotected REGISTER messages (SM2) to the S-CSCF under test.

3) The S-CSCF under test receives the SM2 from the P-CSCF.

4) The tester examines whether the S-CSCF under test sends SM4: Auth_Challenge to the P-CSCF to authenticate the user by means of the AKA protocol.

Expected Results:

The S-CSCF under test authenticates the user by means of the AKA protocol after.

Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.
4.2.2.3
Security functional requirements on the P-CSCF deriving from 3GPP specifications and related test cases

4.2.2.X.1
High-priority algorithm selection
Requirement Name: High-priority algorithm selection
Requirement Reference: TS 33.203 [3], clause 7.2

Requirement Description: 

"In order to determine the integrity and encryption algorithm the P‑CSCF proceeds as follows: the P‑CSCF has a list of integrity and encryption algorithms it supports, ordered by priority. The P‑CSCF selects the first algorithm combination on its own list which is also supported by the UE. If the UE did not include any confidentiality algorithm in SM1 then the P-CSCF shall either select the NULL encryption algorithm or abort the procedure, according to its policy on confidentiality. " 

as specified in TS 33.203 [3], clause 7.2.

Threat References: TBD

Test case: 
Test Name: TC_HIGH_PRIORITY_ALGORITHM_SELECTION
Purpose:

Verify the P‑CSCF selects the highest priority algorithm combination on its own list which is also supported by the UE. 

Procedure and execution steps:

Pre-Conditions:

-
P-CSCF under test is connected in simulated/real network environment.

-
The list of ordered integrity and encryption algorithms are configured on the P-CSCF under test by the tester.
-
The UE supporting IMS AKA may be simulated.

-
The UE supports a list of integrity and encryption algorithms.
-
The tester has access to the Gm interface between the UE and P-CSCF.

Execution Steps 
This test is performed in the registration procedure, the UE sends a Register message towards the S‑CSCF through the P-CSCF to register the location of the UE and to set-up the security mode.
1) The UE sends SM1 with integrity and encryption algorithms list to the P-CSCF under test.

2) The P-CSCF under test receives the SM1 with integrity and encryption algorithms list. The P-CSCF under test selects algorithms.
3) The tester examines the selected algorithm combination in the SM6 sent from the P-CSCF under test to the UE via the Gm interface.

Expected Results:

The selected algorithms are the first algorithm combination on its own list which is also supported by the UE. 

Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file
4.2.2.3.2
Bidding down on security association set-up
Requirement Name: Bidding down on security association set-up
Requirement Reference: TS 33.203 [3], clause 7.2

Requirement Description: 

"After receiving SM7 from the UE, the P‑CSCF shall check whether the integrity and encryption algorithms list, SPI_P and Port_P received in SM7 is identical with the corresponding parameters sent in SM6. It further checks whether SPI_U and Port_U received in SM7 are identical with those received in SM1. If these checks are not successful the registration procedure is aborted. The P‑CSCF shall include in SM8 information to the S‑CSCF that the received message from the UE was integrity protected as indicated in clause 6.1.5. The P‑CSCF shall add this information to all subsequent REGISTER messages received from the UE that have successfully passed the integrity check in the P‑CSCF. " 

as specified in TS 33.203 [3], clause 7.2.

Threat References: TBD

Test case: 
Test Name: TC_BIDDING_DOWN_ON_SECURITY_ASSOCIATION_SET UP
Purpose:

Verify the P‑CSCF checks whether the integrity and encryption algorithms list, SPI_P and Port_P received in SM7 is identical with the corresponding parameters sent in SM6.

Verify the P‑CSCF checks whether SPI_U and Port_U received in SM7 are identical with those received in SM1.

Verify whether the P‑CSCF abort the registration procedure, if the above checks are not successful.

Procedure and execution steps:

Pre-Conditions:

-
P-CSCF under test is connected in simulated/real network environment.

-
The list of ordered integrity and encryption algorithms are configured on the P-CSCF under test.
-
The UE and the S-CSCF are simulated.

-
The UE supports a list of ordered integrity and encryption algorithms.
-
The tester has access to the Gm interface between the UE and P-CSCF.

-
The tester has access to the Mw interface between the P-CSCF and S-CSCF.

Execution Steps 

This test is performed in the registration procedure, the UE sends a Register message towards the S‑CSCF through the P-CSCF to register the location of the UE and to set-up the security mode.
1) The UE sends SM1 with the Security Parameter Index values (SPI_U) and the protected ports selected by the UE (Port_U) to the P-CSCF under test.

2) The P-CSCF under test receives the SM1 with the Security Parameter Index values (SPI_U) and the protected ports selected by the UE (Port_U). The P-CSCF under test store the SPI_U and the Port_U received in the SM1.

3) The P-CSCF under test contains the SPI_P, the ports assigned by the P CSCF (Port_P) and a list of integrity and encryption algorithms supported by the P-CSCF under test. The P-CSCF under test sends SM6 to the UE.

4) The UE receives the SM6 from the P-CSCF under test. 

Test case 1:

The UE contains the incorrect SPI_U and Port_U, which are different from SPI_U and Port_U sent in SM1, and SPI_P and Port_P received in SM6, and a list of integrity and encryption algorithms received in SM6 supported by the P-CSCF under test in the SM7. The UE sends SM7 to the P-CSCF under test.

Test case 2:

The UE contains the incorrect SPI_U and Port_U, which are different from SPI_U and Port_U sent in SM1, and incorrect SPI_P and Port_P, which are different from SPI_U and Port_U received in SM6, and a list of integrity and encryption algorithms received in SM6 supported by the P-CSCF under test in the SM7. The UE sends SM7 to the P-CSCF under test.

Test case 3:

The UE contains the SPI_U and Port_U sent in SM1, and incorrect SPI_P and Port_P, which are different from SPI_U and Port_U received in SM6, and a list of integrity and encryption algorithms supported by the P-CSCF under test in the SM7. The UE sends SM7 to the P-CSCF under test.

Test case 4:

The UE contains the SPI_U and Port_U sent in SM1, and SPI_P and Port_P received in SM6, and a list of integrity and encryption algorithms in the SM7 which are different from those sent by the P-CSCF under test in the SM6. The UE sends SM7 to the P-CSCF under test.

Expected Results:

For text 1-4, the P-CSCF under test aborts the registration procedure.

Editor’s note: How to test the procedure abortion by the P-CSCF is FFS. 

Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.
4.2.2.X
Security functional requirements on the <IMS network function>  deriving from 3GPP specifications and related test cases

Editor’s Note: This clause will define the specific security functional requirements on the <IMS network function> (e.g. CSCF) deriving from 3GPP specifications and related test cases.
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