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1
Decision/action requested

This contribution proposes a new key issue for Provisioning of ProSe parameters.
2
References

[1]
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[2]


3GPP TR 23.752 "Study on system enhancement for Proximity based Services (ProSe) in the 5G System"
[3]


3GPP TS 23.287 "Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services "
3
Rationale

The UE needs to be provisioned with ProSe parameters and be authorized to use the PC5 interface before it can use the PC5 interface. 

Support of PC5 Service Authorization and Policy/Parameter Provisioning is described in key issue #8 in TR 23.752 [2]. The Authorization and Provisioning as described in TS 23.287 [3] clause 5.1 will be used as baseline.
4
Detailed proposal

It is proposed to update the study with a new key issue in [1].
**** START OF CHANGES ****
x.y
Key Issue x: Provisioning of ProSe parameters
x.y.1
Issue description
The UE needs to be provisioned with ProSe policy and ProSe parameters before it can use the PC5 interface. 

Support of PC5 service authorization and policy/parameter provisioning is described in key issue #8 in TR 23.752 [x]. The Authorisation and Provisioning as described in TS 23.287 [y] clause 5.1 will be used as baseline.
x.y.2
Threat description

An attacker could modify the provisioning ProSe parameters sent from the 3GPP network to the UE.
x.y.3
Security requirements 

Provisioning parameters and policy sent from the 3GPP network to the UE shall be encrypted, integrity protected and replay protected.

**** END OF CHANGES ****
