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1
Decision/action requested

This contribution proposes a scope for the TR on UAS security
2
References

[1]
S3-201259 approved skeleton for TR 33.854 on UAS security
3
Rationale

This contribution proposes to add a key issue on the USS/UTM authorising the Unmanned Aerial Vehicle (UAV) to use the 3GPP network. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
 [bb] 
3GPP TS 22.754: " Study on supporting Unmanned Aerial Systems (UAS) connectivity, Identification and tracking".
**** NEXT CHANGE ****

5.X
Key issue #X: UTM/USS authorisation of the UAV
5.X.1
Key issue details 
In many regulatory environments there is a drive to ensure that only authorised devices can act like Unmanned Aerial Vehicle (UAV). Such an authorisation is separate to the authentication/authorisation to register to the 3GPP network as it is not provided by the operator (see clause 4.2 of TR 23.574 [bb] where it is assumed that the UAV is authenticated at registration based on MNO credentials). Having such an additional authorisation provide the USS/UTM allows the 3GPP system to limit the use of the 3GPP network to only properly authorised UAVs and help prevent rogue UAVs from flying. 
5.X.2
Threats
A rogue UAV that is not authorised by the USS/UTM to perform as UAV uses the 3GPP network to act like a UAV. 
5.X.3
Potential security requirements 
The 3GPP system shall support the capability for the UTM/USS to authorise the UAV to utilise the 3GPP network.
**** END OF CHANGES ****

