3GPP TSG-SA WG3 Meeting #100e
S3-201906
E-meeting, 17-28 August 2020                                                                           

Source:
Apple
Title:
pCR: New key issue on authentication based on 3GPP credentials
Document for:
Approval

Agenda Item:
5.9 FS_enh_EC_SEC
1
Decision/action requested

This pCR proposes to add one key issue for FS_enh_EC_SEC.
2
Rationale

SA6 TS 23.558 has defined the security requirements in chapter 5.2.6. Two of them are related with the authentication between the clients and the server:
[AR-5.2.6.2-e] The application layer architecture shall support the use of either 3GPP credentials or application specific credentials or both for different deployment needs, for the communication between the UE and the functional entities providing the Edge Computing service.

[AR-5.2.6.2-f] The application layer architecture shall support mutual authentication and authorization check between clients and servers or servers and servers that interact.
A corresponding key issue is proposed for TR 33.839.
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR33.839.
********************** First Change ****************************

X.Y
Key Issue #Y: Authentication based on 3GPP credentials
X.Y.1
Key issue details
SA6 TS 23.558 has defined the security requirements in chapter 5.2.6. Two of them are related with the authentication between the clients and the server:
[AR-5.2.6.2-e] The application layer architecture shall support the use of either 3GPP credentials or application specific credentials or both for different deployment needs, for the communication between the UE and the functional entities providing the Edge Computing service.

[AR-5.2.6.2-f] The application layer architecture shall support mutual authentication and authorization check between clients and servers or servers and servers that interact.
According to the definiation in TS 23.558, EEC (Edge Enabler Client) in the UE side shall have the functionality of 
a)
retrieval and provisioning of configuration information to enable the exchange of Application Data Traffic with the Edge Application Server; and
b)
discovery of Edge Application Servers available in the Edge Data Network.
The EES (Edge Enabler Server) in the Edge Data network shall be able to provision of configuration information to Edge Enabler Client, enabling exchange of application data traffic with the Edge Application Server;
The ECS (Edge Configuration Server) shall be able to provision Edge configuration information to the Edge Enabler Client. The Edge configuration information includes the following:

1)
the information for the Edge Enabler Client to connect to the Edge Enabler Server (e.g. service area information applicable to LADN); and 

2)
the information for establishing a connection with Edge Enabler Servers (such as URI).

Therefore, the EEC shall be able to authentication with both EES and ECS to be provioned of those configuration information. 
X.Y.2
Security Threats
Lack of authentication between the EEC and EES/ECS could potentially have following impacts in some cases:

-
Unauthorized service abuse
X.Y.3
Potential Requirements

The 3GPP credentials based authentications between EEC and EES shall be supported. 
The 3GPP credentials based authentications between EEC and ECS shall be supported.
********************** End of pCR********************
