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1
Decision/action requested

This contribution proposes a new KI for eEDGE TR.
2
References

[1]
3GPP TS 23.558: " Architecture for enabling Edge Applications".

3
Rationale

This pCR proposes to add a new Key Issue for security of service consuming in edge computing.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.839.








***
BEGIN OF CHANGE
***

5.X
Key Issue #X: authentication and authorization in service consuming
5.x.1
Key issue details

According to TS 23.558 [1], after service provisioning the UE further consumes the edge computing services and performs various operations like Edge Application Server discovery, Edge application communications, Application context relocation, etc. This new key issue is proposed to study the security issues during authentication and authorization for various service consuming. 
5.x.2
Security threats

If the Edge Enabler Client is not authenticated and authorized, attackers would potentially be able to perform the following types of attacks:

-
Claiming to be genuine Edge Enabler Client in order to request certain services.

-
Requesting and successfully obtaining edge computing services from EAS or EES without authorization.
5.x.3
Potential security requirements

Mutual authentication mechanism between Edge Enabler Client and EAS or EES shall be supported.

Authorization of Edge Enabler Client for edge computing service consuming shall be supported.

***
END OF CHANGE***


