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1
Decision/action requested

Approve this contribution to add a new key issue in the UAS study TR33.854
2
References

[1]
3GPP TR 23.754 

3
Rationale

As stated in TR 23.754 [1], each UAV is assigned two types of IDs, in addition to UE ID (e.g. SUPI) and Credentials used for registration in 3GPP networks: 
· Civil Aviation Authority (CAA) level UAV ID by USS/UTM for Remote Identification and Tracking. 

· 3GPP UAV ID used by the 3GPP system to identify the UAV

The 3GPP Core Network is aware of the CAA-level UAV ID and the mapping between the CAA-level UAV ID and the 3GPP UAV ID.  

The UAV ID is used by the UAV to access the services provided by 3GPP systems, e.g. Remote Identification. The UAV shall be authenticated to prevent illegal access to the UAS services provided by 3GPP systems. 

4
Detailed proposal

pCR
***
BEGINNING OF 1st CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[x1] 3GPP TR 23.754: "Study on supporting unmanned aerial systems connectivity, Identification and tracking".
***
END OF 1st CHANGES
***

***
BEGINNING OF 2nd CHANGES (all text are new) ***
5.X
Key Issue #X: Privacy in Remote Identification
5.X.1
Key issue details

Each UAS consists of one UAV Controller (i.e. UAVC) and one UAV. 
The Remote Identification is a framework for all UAS operating in the airspace within purview of Civil Aviation Authority (CAA) are to be identified by CAA. The general procedure is inflight UAVs and/or UAVC periodically broadcast and transmit their identification information to USS/UTM, which serves as a proxy to CAA. The identification information may include e.g. UAV/UAVC identities, locations, altitude etc. 
With support of a 3GPP system as being studied in TR23.754 [x1], the following identities are being defined with respect to UAS Remote Identification
· CAA-level UAV ID by USS/UTM for Remote Identification and Tracking. 

· 3GPP UAV ID used by the 3GPP system to identify the UAV

This key issue will discuss whether security solutions for 3GPP systems are required to protect (and if yes how to protect) the CAA-Level UAV ID, 3GPP UAV ID, and/or other information (e.g. locations, altitudes etc.) for privacy in Remote Identification. 
5.X.2
Threats
Without protection, UAS ID and other privacy information will be leaked. 
5.X.3

Potential Security requirements



The identity and other privacy information, i.e. location, transmitted in Remote Identification shall be protected. 
***
END OF 2nd CHANGES
***
