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1	Decision/action requested
It is proposed to approve the Key Issue in TR 33.857.
2	References
[1]	3GPP TR 23.561: " Service requirements for the 5G system."
[2]	S3-201436: “Study on enhanced security support for Non-Public Networks”
3	Rationale
The FS_eNPN-SEC[2] SID includes the following objectives:
"1.	Study potential solutions for authentication using credentials owned by an entity separate from the SNPN.
2.	Study potential solutions for the secure provisioning of subscription credentials taking into account different deployment scenarios, e.g. depending on who owns the provisioning server. 
3.	Analyse potential security impacts from supporting IMS voice and IMS services in SNPNs. In Rel-16 SNPNs do not support IMS emergency services but for Rel-17 its expected that the enabling of IMS and IMS services for SNPNs is to be studied.
“
The following are the service requirements with respect to the non-public network specified in TS 22.261[1]:
· Based on MNO and NPN policy, the 5G system shall support a mechanism to enable MNO to update the subscription of an authorized UE in order to allow the UE to connect to a desired NPN. This on-demand mechanism should enable means for a user to request on-the-spot network connectivity which is authorized by its MNO.
· Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). The 5G system shall support an on-demand mechanism for a user (human or software) to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.
· The 5G system shall support a secure mechanism for a network operator of an NPN to remotely provision the non-3GPP identities and credentials of a uniquely identifiable and verifiably secure IoT device.
· The 5G system shall enable an NPN to be able to request a third-party service provider to perform NPN access network authentication of a UE based on non-3GPP identities and credentials supplied by the third party service provider.
· The 5G system shall enable an NPN to support multiple third-party service providers.
· The 5G system shall enable an NPN to be able to request a PLMN to perform NPN access network authentication of a UE based on 3GPP identities and credentials supplied by the PLMN.
”


Figure 1. Onboarding Scenario

Figure 1 shows the potential scenario for the service requirements as stated above. A device/UE with only the credentials provided by the device manufacturer. The device is not provisioned with credentials required to access either the SNPN or  the future home network of the UE. Non-public network (SNPN) that supports connectivity from the device/UE to an onboarding server (OS) so that it can be provisioned with credentials of a Home Network (HN). An onboarding server (OS) that is maintained by the device manufacturer (or an entity affiliated with the manufacturer) for provisioning the device with credentials required to access the NPN. In addition, the onboarding server configures the device and the home network of the UE with credentials that will allow the UE to register with an NPN while being authenticated by the home network (HN)
This contribution provides a key issue to fulfil the security of service requirements highlighted above and as shown in the diagram.
 

4	Detailed proposal
****START OF CHANGES ***
[bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]5.X	UE onboarding and provisioning for non-public networks
5.X.1	Key Issue Details
This key issue aims at studying solutions to enable support for device onboarding and provisioning for Non-Public Networks. A UE may not have subscriptions or credentials or have only default credentials provided by the device manufacturer is provided access to an SNPN. To access a specific Non-Public Network and obtain the service, the new devices are required to retrieve the subscription and credentials for the specific NPN. 
This key issue is related to support of Secure remote provisioning of 3gpp or non-3gpp identities and credentials for a uniquely identifiable device for a certain NPN. Solutions to this key issue should consider supporting out of shelf devices without any subscription or credentials to access desired NPN or with default credentials provided by the manufacturer. 


Figure 5.X.1-1. Onboarding Scenario
UE discovers and selects the onboarding SNPN before UE is provisioned with NPN credentials and other information to enable UE to get 3GPP connectivity to the desired NPN(HN). Onboarding SNPN, after UE is connected, provides a secure connection to a provisioning server for provisioning the desired SNPN’s subscription (subscription owner entity or onboarding server). After the onboarding, remote provisioning procedure will either provision NPN credentials for primary authentication and other information to enable SNPN(HN) access or provision NPN credentials for access to specific slice(s) and/or PDU Sessions offering NPN services, i.e., for Network Slice Specific Authentication and Authorization and/or secondary authentication for PDU Sessions.
5.X.2	Security Threats
· During the onboarding procedure, Onboarding SNPN should provide a secure connectivity  to provisioning server to ensure that the network services are provided only to the UEs with valid credentials for subscription owner entity. UE or device connecting to the provisioning server should be uniquely identifiable with associated credentials to connect to the provisioning server. These Unique identifiers and credentials need to be protected inside a secure tamper-proof environment as if the same credential is shared for the Provisioning server access and for provisioning the desired NPN credentials then, compromise of the security credential can lead to duplicate credential.
· Access of UEs to provisioning server or onboarding server via onboarding SNPN unauthorized by subscription owner SNPN.   

5.X.3	Potential Security Requirements
The 5G UE should support secure tamper proof storage of subscription credentials for the subscription owner entity. 
The 5G system should support the use of subscription credentials for access to the provisioning server.
The mutual authentication mechanism between UE and provisioning servers or onboarding servers shall be supported.
****END OF CHANGES ***
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