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1
Decision/action requested

It is proposed to add a key issue. SA3 is kindly requested to approve this contribution.
2
References

[1]
S3-201354 New SID: Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC
[2]
3GPP TS 23.558, v0.3.0
3
Rationale
As stated in S3-201354, the edge applications standardization work is in progress in SA6, and several key issues and solutions are related to authentication/authorization. So the related issues should be studied in SA3.
4
Detailed proposal
*** START of CHANGE ***
X.X
Key Issue #X: Authentication and Authorization
X.X.1 Issue details
In TS 23.558, some security requirements involve the authentication and authorization for the use of edge computing services, which are specified in clause 5.2.6.2. 
For operator Network, it provides computing capabilities and services for vertical industries with the deployment of edge computing, and exposes its network capabilities to the third party applications. For vertical industries, it uses edge computing to deploy various applications to the edge of the operator's network and invoke the exposured service and capabilities of the operator network, and may involve the privacy information of the UE. So the use of Edge Computing services shall be authenticated and authorizated. Only authorizated UEs can access the edge computing service, and the authoritization shall be maintained by the operator network.
So 5G edge computing service needs authentication and authorization procedure. It needs to be studied whether the edge computing service authentication and authorization framework can leverage the primary/secondary authentication to use as the edge computing service authentication procedure. It also needs to consider whether and how the edge computing service subscription information in the 5GS can be used as access authorization information for edge computing service in application layer.
X.X.2 Security Threats
Without authentication and authorization in the UE, an illegal UE may communicate with the the edge computing server and access edge computing services.
X.X.3 Potential security requirements
The UE and the edge computing server shall be able to mutually authenticate each other.
*** END of CHANGE ***
