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1
Decision/action requested

It is requested to approve the key issue on user consent/authorization for network capability exposure to Edge Application Servers.
2
References

[1] TR 23.758, " Study on application architecture for enabling Edge Applications".
[2] TS 23.558, " Architecture for enabling Edge Applications ".
3
Rationale

This contribution introduces a key issue focussing on the user consent/authorization for network capability exposure to Edge Application Servers. 
4
Detailed proposal

*********************************************** Start of Changes ************************
X.X
Key Issue #X: User consent/authorization for network capability exposure to Edge Application Servers
X.X.1
Key issue details

Edge Application Servers can invoke 3GPP network capability exposure APIs to obtain information about the user and the devices of the user, such as location of the UE. Since involving sensitive information, it is important to get user’s consent. Furthermore, only an authorized user should be able to grant or modify the consent.
X.X.2
Security threats

If an Edge Application Server can access to information about the user and the devices of the user without authorized user’s consent, sensitive information could be leaked to untrusted applications.
X.X.3
Potential security requirements

FFS.
*********************************************** End of changes ******************************
