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1
Decision/action requested

It is proposed to approve the changes of solution #20 in TR 33.809.
2
References

N/A
3
Rationale

This contribution addresses the following Editor's Notes in solution #20. 

Editor's Note: How to accommodate fields that can change frequently is FFS. 
. 

4
Detailed proposal

****START OF CHANGES ***

6.20.2.2.1
Digital Signing Request 

The signing request allows to request for one digital signature or a set of digital signatures. 

To request a single digital signature, the request includes a single group of information elements that need to be digitally signed, such as [MIB, SIB1, SIB2, Cell_ID, Downlink_Frequency, Time_Counter]. 

To request a set of digital signatures, the request can contain a set of information element groups, each of which will be digitally signed. A set of information element group can be aggregated to reduce the size of the request. For example, if all element groups contain the same information elements except Time_Counter, they can be aggregated to, for example, [MIB, SIB1, SIB2, Cell_ID, Downlink_Frequency] | [Starting_Time_Counter, Increment_of_Counter, Number_of_Increments]. This allows a cell to use one request to obtain digital signatures for a certain period of time, e.g., an hour. 

A Time_Counter is generated based on the time of DSnF. When the first time a gNB sends to the DSnF an aggregated digital signing request, the Starting_Time_Counter is set to a known value (e.g., 0) so that the DSnF will generate the initial Time_Counter based on its local time. When the gNB sends an aggregated digital signing request for a next period of time, the Starting_Time_Counter can be set to a Time_Counter received in the response for the current period of time (e.g., set to the last Time_Counter in the current period of time). 

Editor's Note: The exact format and content of the digital signing requests are FFS. 

While MIB and SIB1 are broadcasted in high frequencies (e.g., every 40ms and 80ms respectively), their content is likely relatively static. To test this hypothesis, we collected a few days of the MIB and SIB1 from a large mobile operator. The data sets show almost all information elements in MIB and SIB1 stay static except a very few (e.g., SFN) that change. This measurement, albeit preliminary, is encouraging that MIB and SIB1 can be pre-signed.  

Some fields (e.g., cellBarred) may change frequently, e.g., during high load scenario. To accommodate such fields, at least three options can be considered: 
First, if such field is of short length (e.g.,1-bit for cellBarred), signatures can be precomputed for all possible values of such field during the window it is expected to change. For example, if cellBarred flag is to change for a certain period of time, singatues can be generated for both cellBarred=0 and cellBarred=1 for such period. A signature needs to be paired with its corresponding input value so that it can be selected properly for a given input. This results in double the number of signatures for this period. Note this option is not scalable in case multiple fields are changed.
Second, when some fields in a SIB are to change, new signatures can be requested from DSnF. Usually SIBs do not change often (e.g., unchange for about 3 hours). In the special case (e.g., in high load), SIBs may change more frequently than usaul, but the interval between changes is usually reasonable to allow UE to be paged to reacquire a new SIB. Thus, it should also allow a gNB to request new digital signatures from DSnF. 
Third, a temporarily public and private key pair and a short-live certificate (e.g., valid for an hour) can be issued by DSnF to a gNB during such circumstance to allow gNB to generate the signatures itself. This short-live certificate can be signed by the DSnF digital signing certificate, thus chained to the trust anchor. Although it is usually a CA certificate that issues another certrificate, IETF is working on to allow an entity certificate (such as the DSnF certificate) to sign a short live certificate. Security risk from compromising a private key associated with a short-live certificate is minimal since it expires quickly. 
Editor’s Note: how to broadcast short-lived certificate is FFS.

***END OF CHANGES***

