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1
Decision/action requested

It is requested to approve this key issue for TR 33.847.
2
References

[1]
3GPP TR 33.847: "Study on security aspects of enhancement for proximity based services in the 5G System (5GS)".
3
Rationale

This key issue describes about the secure communication between UE and ProSe function (5GDDNMF). It is proposed to agree this key issue in TR 33.847.
4
Detailed proposal

*****Start of 1stchange*****
2
References

[1]
3GPP TS 33.303: " Proximity-based Services (ProSe); Security aspects ".
[2]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
*****Start of 2nd change*****
5.A
Key Issue #A: Key issue on secure data transfer between UE and 5GDDNMF
5.A.1
Key issue details
This key issue describes about the issue in secure communication between UE and ProSe function (5GDDNMF). 

In LTE ProSe, the protection of traffic between UE and ProSe Function is as specified in clause 5.3.3.2 in TS 33.303 [xx]. 

In LTE, for UE initiated messages, the procedures specified by clause 5.4 of TS 33.222 [yy] is used and for network-initiated messages, already established PSK TLS session PSK TLS with GBA push based shared key-based mutual authentication between the UE and the network function is used.

3GPP developed schemes like GBA and BEST enables the generation of application keys based on 3GPP credential. 

GBA is developed under 2/3/4G networks with a new network element BSF (Bootstrapping Server Function) introduced, which uses different authentication method and key derived are same for all UEs. Hence, GBA cannot be reused as such in 5G ProSe.

5.A.2
Security Threats

-
Eavesdropping of user and signalling plane data;

-
Manipulation of user and signalling plane data;

-
Insertion of user and signalling plane data.

5.A.3
Potential Requirements

-
5GS shall support a mechanism for secure data transfer between UE and 5GDDNMF.
*****End of changes*****

