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Attachments:
CR 0465r1 to TS 33.501 (S3-183685)
1. Overall Description:

The attached CR 0465r1 to TS 33.501 (S3-183685) was agreed at SA3#93 (Spokane, November 2018) as a correction after the completion of Rel-15 and approved at SA#82 (SP-181025). However, it seems resulting changes to TS 29.573 were never implemented. Consequently, TS 33.501 and TS 29.573 are not aligned regarding the changes in S3-183685.
The reason for change in S3-183685 still applies. Without the changes, there is a risk that the sending NF accidentally sends HTTP messages that interfere with the message rewriting at the sending SEPP. E.g., an NF could send an IE that has the plaintext value {“encBlockIndex”: 123}.  If this IE is not to be encrypted by the SEPP, then there will be a plaintext entry in the “dataToIntegrityProtect/clearTextEncapsulatedMsg” section that reads {“encBlockIndex”: 123}.  The receiving SEPP has no way of telling that this is actually plaintext and would try to replace it with the decrypted block at index 123 (which may not even exist).

A well-implemented NF will not insert such interfering HTTP messages, and a well-implemented receiving SEPP will detect the interference. However, a protocol should be robust against malformed input, make it easy for implementers to implement the protocol in a robust and secure way, and not let the "user plane" (the original HTTP message) interfere with the "control plane" (rewriting instructions for the receiving SEPP).
2. Actions:

To CT4 group.

ACTION: 
SA3 kindly asks CT4 group to align TS 29.573 with TS 33.501 regarding the changes provided in S3-183685.
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