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1
Decision/action requested

This pCR proposes a key Issue to support SNPN along with credentials owned by an entity separate from the SNPN.
2
References

[1]
3GPP TR 23.700-07 “Study on enhanced support of Non-Public Networks (NPN)”
3
Rationale

In TR 23.700-07, the key issue #1 studies the enhancements to the 5GS in order to enable support for SNPN along with subscriptions or credentials owned by an entity separate from the SNPN: 
“Studying 5GS enhancements specifically oriented towards support of SNPN with credentials owned by an entity separate from the SNPN is necessary to enable some of the main use cases for Non-Public Networks, such as wireless connectivity for industry, large residential buildings, campuses, malls, and merged SNPNs, which all contain several specialized and stringent requirements. Many of the relevant use cases may in turn potentially have an impact on the architecture.”
This new concept has security impacts and especially the authentication and key agreement needs to be studied in SA3, based on the following SA2 objective:
How to exchange authentication signalling between the SNPN and the separate entity, including:

-
Authentication by the PLMN, based on PLMN identities and credentials, for access to the SNPN;

-
Authentication via SNPN to separate entity based on non-3GPP identities (e.g. non-IMSI) and credentials;

4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.857.
Start of Changes

5.y
Key Issue #z: Privacy protection for broadcast messages

5.y.1
Key issue details

In TR 23.700-07, the key issue #1 studies the enhancements to the 5GS in order to enable support for SNPN along with subscriptions or credentials owned by an entity separate from the SNPN: 

“Studying 5GS enhancements specifically oriented towards support of SNPN with credentials owned by an entity separate from the SNPN is necessary to enable some of the main use cases for Non-Public Networks, such as wireless connectivity for industry, large residential buildings, campuses, malls, and merged SNPNs, which all contain several specialized and stringent requirements. Many of the relevant use cases may in turn potentially have an impact on the architecture.”
This new concept has security impacts and especially the authentication and key agreement needs to be studied in SA3, based on the following SA2 objective:

How to exchange authentication signalling between the SNPN and the separate entity, including:

-
Authentication by the PLMN, based on PLMN identities and credentials, for access to the SNPN;

-
Authentication via SNPN to separate entity based on non-3GPP identities (e.g. non-IMSI) and credentials;

5.y.2
Security threats

An adversary that is capable of eavesdropping or spoofing into the authentication signalling of the SNPN and the separate entity could be able to retrieve the credentials from the external entity that are used in the SNPN. Knowing the credentials of a UE could lead into several passive attacks (e.g. decrypt user plane/control messages etc) or active attacks (e.g. take the role as a fake basestation and hijack the UE) with further attack opportunities. 
A weak authentication could further cause the resources of the SNPN to be misused or overloaded and without binding the anchor key to the SNPN identity, the UE can be misled about the network that serves it.
5.y.3
Potential security requirements

The system shall provide means for mitigating man-in-the-middle attacks on authentication signalling between SNPN and external entity.

The authentication framework shall be protected against misuse and overload.

The authentication framework shall support primary authentication between the UE and the PLMN, for accessing the SNPN.
End of Changes

