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Decision/action requested

SA3 is kindly requested to consider the UE privacy issue discussed in this contribution and approve the accompanying draft CR
2
References
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33.220 Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)
3
Rationale

In the bootstrapping procedure as specified in Clause 4.5.2 in 33.220 [1], when the UE sends over the IP network the bootstrapping request to the BSF, UE includes IMPI in the request when 1) the TMPI associated with the IMPI is not available in the UE, or 2) the UE is indicated by the BSF that the TMPI is not available in the BSF and the UE shall send the IMPI. 
In the following cases, the TMPI associated with the IMPI is unavailable in the UE:
Case A: When the UE first initiates the bootstrapping procedure, UE needs to send the IMPI in the bootstrapping request. (Note: TMPI is only generated after a successful bootstrapping procedure).
Case B: As specified in 33.220 [1], the ME shall deletes all stored TMPI in the conditions:  i) when the UICC is removed from the ME when ME is in power on state, or ii) the ME discovers the another UICC has been inserted when powered up, or iii) the ME discovers no UICC when powered up. 
In the following case, the TMPI is not available in the BSF:

Case C:  The BSF may delete the TMPI based on local policy, as also specified in 33.220 [1]. 
Therefore, in the cases described above, the UE needs to send the IMPI to the BSF over the IP network.
IMPI contains IMSI. The use of IMPI and the transmission over the air interface violate the privacy of the UE.
4
Detailed proposal

SA3 is kindly requested to endorse that the privacy violation issue shall be solved in Rel-17 for GBA.
SA3 is kindly requested to approve the accompanying draftCR S3-201864 on adding the security requirement that UE privacy shall be supported.  
